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Risk Based Safety Management System

Define what Is safe and unsafe by risk level

Prioritize the effort/resources to be spent on
“unsafe” item according to its risk level

Higher the risk — more resource/effort
should be spent and quicker should the risk
be remove or reduced







Benefits of Risk Based System

Focus and prioritization on high risk items

Ensure cost effectiveness in further safety
Improvement (by reducing risk)

It can be built-on existing safety management
system without abortive effort

Progressive improvement possible by modular
package and regular review of targets




Key Processes of Risk Management

Safety (& Risk) Management

Policy

Review

Identifying
Hazards

Measuring & monitor Quajifying
Compliance to Risks
Security Measures

Allocating risk
Measuring

effectiveness of 8 Steps to Risk Control ownership

Measures

Designing Risk
Reduction
Measures

Implementing
measures

Prioritizing
resources




Risk Quantification

Definition of “risk”
(According to the Advanced Learner’'s Oxford Dictionary - 6th edition 2004)

The possibility of something bad happening at some time in the future
A situation that could be dangerous or have a bad result
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Risk
Assessment
AL

Risk Control

Typical Risk Management Approach

ldentify hazards

Group hazards according to similar initiating events
Fault tree analysis to determine initiating frequency

Event tree analysis to determine severity of

consequences and their likelihood
Summation of potential injury and fatality — F/N Curve

Sensitivity and Importance Analysis to identify major risk
contributor

Development improvement actions

Re-run risk model with improvement actions to give new
results
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Co nsedquence

a) train stop at stopping mark

b} train owver carry to next station

c] pax fall onto track

d) train stop after set back/draw forward
c) pax fall onto track

d) train stop after set back/draw forward
b} train ower carry to next station

c] pax fall onto track

d) train stop after set back/draw forward
by train over carry to next station

) pax fall onto track

d) train stop after set backfdraw forward
by train over carry to next station

c) pax fall onto track

d} train stop after set backsdraw forward
&) collizion

b} train ower carry to next station

b} train owver carry to next station

c] pax fall onto track

dj train stop after set backidraw forward
&) collision

b} train over carry to next station

by train over carry to next station

c) pax fall onto track

d} train stop after set backsdraw forward

b train owver carry to next station

] pax fall onto track

o) train stop after set back/draw forward
e] collision
b} train ower carry to next station

b} train owver carry to next station

ET1.1 ET1.2 ET1.3 ET1.4 ET1.5 ET1.6 ET1.7 ET1.8 ET1.92 ET1.10 ET1.11 ET1.12
ATO Braking Correct ESPEBE Emergency ATP EB operates Apply Train Train over Pax fall Collide
demanids apply braking operates brake operates given EBS manual owverrun/ carry or onto track writh
brake effort operates switch brake stop short set back another
apply function train
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Downsides as a Risk Control Tool

Large amount of effort on risk model construction,
data gathering and analysis

Dedicated specialist team
Time consuming

Only provides a snap shot of risk at the time

Expensive to have a “live” risk model




Alternative Approach - Control Risk at Root Cause

Identify hazards and control the risk at root causes
Rank hazards according to a risk matrix
R1 — Unacceptable
R2 — Undesirable
R3 — Tolerable
R4 — Acceptable
Control the risk of each hazard by reducing R1/R2 hazards to R3/R4

Measure and monitor the number of hazards in each rank

Measure the aggregated risk level of all hazards

Can be monitored by function, equipment & facilities or by division,
department & section.
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Qualitative Risk Rating of Hazards

Consequence
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R1 — Unacceptable, risk must be reduced save in exceptional circumstances.

R2 — Undesirable, risk must be reduced if it is reasonably practicable to do so.
R3 — Tolerable, risk is tolerable but should be further reduced if it is cost effective to do so.

R4 — Acceptable, risk is acceptable and no specific action is needed.
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Risk Rating of Hazard Using a Qualitative Risk Matrix

Consequence
Minimal Low Medium High
Likelihood | High R3 R2
Medium R3 R3 Risk Ra’“ng
Low R4 R3 of hazard
Minimal R4 R4 R3 R3
Risk Risk Description |Cause Conseq Original | Original | Initial
Ref. Category |of hazard / Likelihoo| Conseq Risk
NoO. event d Ratin
RS-01 [Rolling Bake Failure |ATO failed |Collision Low High R2
Stock to demand |with train in
braking front
RS-02 [Rolling Bake Failure |Brake Collision
Stock equipment |with train in
failure front




Quantitative Risk Ranking of Hazards

CONSEQUENCE
7 6 5 4 3 2 1
Trivial Negligible Marginal Serious Critical Catastrophic Disastrous
Fatality <5 5 or more
Major Injury <5 5 or more
Staft/Contractor Safety
Minor Injury with > 3 days sick leave <3 5 or more
with < 3 days sick leave <3 3 or more
Fatality <5 5-50 51-500
Passenger/Public Safety  |Major Injury <5 5-50 51-500 501 - 5000
Minor Injury <5 5-50 51-500 501 - 5000 >5000
System Disruption <20 min 1 hour 1 day 1 week 1 month
Service Line Disruption 20-60min few hours 1 day 1 week 1 month few months
Station Disruption <20min few hours 1 day 1 week 1 menth few months 1 year
Few times per week or more |> 100 /vear R3
Few times per month 210 - <100 fyear R4 R2
F | c [Few times per year 21-<10 /year R4 R2 R2
: Few times in 10 years >0.1-<1 /year R4 R3 R2
Q| & |once since operation > 1E-2 - <1E-1 /year R4 R3 R3 R2
: Unlikely to occur > 1B-3 - <1E-2 /year R4 R4 R3 R3 R2
2 Very unlikely to occur > 1E-4 - <1E-3 /year R4 R4 R4 R3 R3 R2
Y 1 |Remote > 15 - <IE-4 fyear R4 R4 R4 R4 R3 R3 R2
Improbable > 1E-6 - <1E-S year R4 R4 R4 R4 R4 R3 R3
Incredible < 1B fyear R4 R4 R4 R4 R4 R4 R3




Risk Rating of Hazard Using a Quantitative Risk Matrix

Quantitative risk can be
inferred if a quantitative
risk matrix is used

Risk
Ref.

Risk
Category

Description
of hazard /

Cause

Conseq

Original
Likelihoo

Original
Conseq

Initial
Risk

Fl/yr

No. event d Ratini

RS-01 |Rolling Bake Failure |ATO failed |Collision Low High R2
Stock to demand |with train in
braking front
RS-02 |Rolling Bake Failure |Brake Collision
Stock equipment |with train in
failure front




Assign Hazard

Controller
Risk Risk Description [Cause Conseq Original | Original | Initial Fl/yr Hazard
Ref. Category |of hazard / Likelihoo| Conseq Risk Controller
NoO. event d Ratin
RS-01 [Rolling Bake Failure |ATO failed [Collision Low High R2 Sig &
Stock to demand |with train in Telecom
braking front Mgr
RS-02 |Rolling Bake Failure |Brake Collision RS
Stock equipment |with train in Manager
failure front
PW-01 [Track
TU-01 |Tunnel




Original Riskj\ [Residual&

Risk Risk Description |Cause Conseq Original | Original | Initial | Fl/yr [Safeguards | Residual | Residual | Residual | F2/Yr
Ref. Category |of hazard / Likelihoo| Conseq Risk Likelihoo | Conseq Risk
NoO. event d Ratin d Ratin
RS-01 |Rolling Bake Failure |ATO failed |Collision Low High R2 ATP & Minimal [ Medium R3
Stock to demand |with train in manual
braking front braking
RS-02 |Rolling Bake Failure [Brake Collision
Stock equipment |with train in
failure front
PW-01 |Track
TU-01 [Tunnel




Cost per Statistical Life Saved (CpSLS)

Cost of risk reduction is evaluated using the Cost per
Statistical Life Saved (CpSLS)

Cost
Reduction in Fatality < CPSLS

If the CpSLS is lower than a pre-determined figure, the cost is
deemed not grossly disproportional to the risk.

Otherwise, a more cost effective solution is needed.




Cost per

Cost Benefit Analysis Shved (CpSLS

Description |[Cause Conseq Original | Original | Initial | Fl/yr | Hazard |Safeguards | Residual | Residual | Residual | F2/Yr Risk Cost of |CpSLS
of hazard / Likelihoo| Conseq | Risk Controller Likelihoo| Conseq Risk Reduction | Remedial
event d Ratin d Ratin Action
Bake Failure |ATO failed |Callision Low High R2 Sig& |ATP& Minimal | Medium R3
to demand |with train in Telecom |manual
braking front Mar braking
Bake Failure (Brake Collision RS
equipment  |with train in Manager

failure front
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MTR Corporation Hazard Registration System English ZER8 &l

Change Passwaord Horne Logout Reference Docurnents BT  spell Check Help Obout Ls
HR - Update
Register
§ Original Hazard ID: | Date: 09112005 Level: 3
Committee _
Discussion Lo Maininfo | Safeguard ) ProcessaStatus)]  Project | ProjectAudit |
Register | . .
1 Hazard Description:
| mien, 8
C&R Works =
Proposal CurrentfOriginal Residual
Frequency: * |H.Hemc|te | |H.Hemc|te |
Report ST * [3. critical | 3. Critical |
Risk Index : * |H3 |H3
FRCPI: |III Committee Response; +

CER Project

Hazard Log i i i i i
' Fotential Cause:
Al v

Safety Critica : : : :
Item Effect 1. Delay detrainmnent in emergency / non-emergency situation,

Consequence: " [:]

| ¥

Lead Hazard

Contraller: Applicable Ta:*

Wiorlk &ctivity:

* Zafety On Passenger Staff Contractar Fublic
Susceptible Group:  Service Disruption

Enwironmental

System: # |RS - LAR EMU | | |
Subsysterm: # |ELECTRIC MULTIPLE UNIT | | |
Sys Dperating . Cate of

Mode: Reqgistration: * |D9H1EDD5




A Holistic Risk Control System




Safety & Service Risk Management

CONSEQUENCE
1

( Disastrous

Staff/Contractor Safety mp pamoescarsuey I

Passenger/Public Safety mmp
Service =)

1 month | few months

Lo oo oo e
Cw o | romo | oo | iwomo
e m | me | wow | oom |
S e e | |

e m e

<0ZmcCcOomam

Legends: “

Risk must be reduced save in exceptional circumstances
Risk must be reduced if it is reasonable practicable to do so

Risk is tolerable but should be further reduced if it is cost effective to do so

Risk is acceptable *
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Security Risk Management

Consequences

Belatvely
Imimportaet

Moderately serons

Wary

SETLDE

System

Sarvica

Line

20 — 60 mins

Hours

disTupiion -
Sration

20— 60 mins

Haours

1 day

Loss of Corporatien
Assels

$100,000

$100,000 -
1,000,000

51,000,000 —
10, 0003, 00D

£10.000,000+

Momnal senfence
imposad to offendars
committing cTimas
agdinst passenger / staff
third party
CoTporation

= 5 years

IMpsonEment

+ 5 to = 10 years
Imprisonmant

- 10 o = 20 vears
imprisonment

0 years
Imprisonment

Non-fivapcial impact

|| Wery high -
every week (-309T)

High -
EveTy month
(11 - Z00vr)

Medmm -
EVETY Yaar

{1-10%7)

Low -

less than yearly (<LiyT)

Minor degradation
of seTvice, mipact
limrited fo a single

area of the business,

management
mtervention
requied

Sipnificant
depradation of
ieTvice, impact 1o
mmiliple areas of
business, can be
managed with
sigmificant
WADAZEmED]
intervention

Lilkelibood

Major degradation
of samvice, impact 1o
widespread arsas of
tha buziness, would
nof threatsn
viahility but wenld
require significant
mabilisaton of
resources and
sipmificamt
mALAZRIEnT
inteTventon

Threatzn: long-term
wiability of the
busimess




Project Risk Management

Project Risk Register Preparation / Updating during project life cycle

Contract Level Project Risk Hazard Project/
Project Level Risk Register f\) Register 6.g. C651, C652 K\, Reg;ssttr:r::on g:)snktgtg;il_s?;/resl ‘

Project Preliminary

Disposal /

Feasibilit '
ibility Design and Renewal

First Risk After Before / After Before / After Review Relevant
Register Preliminary  Detailed Testing & Risk Registers
Design Design Commissioning for Disposal /
+ Renewal Works
During Planning
Construction
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Project Risk Management

Project Risk Categories

Health, safety & environment
Business disruption

Business viability

Project complexity

Cost Overrun

Programme Delay

Political / Public / Media Pressure
Technical Difficulty

Meeting Customer Expectation
Recovery / Crisis Management




Project Risk Management

Project Risk Matrix

P1 — Unacceptable

P2 — Undesirable and requires contingency measures and continuous monitoring
P3 — Tolerable
P4 — Acceptable
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Project Risk Management

Project Risk Register

Timeline | D Conzequence Relevant rizk | Likelihood| Conzequence| Initial | Risk Action = Rezidual | Statuz of risk
: 0 of esent |/ Impact of| risk mitigation hmer il likbiono Onse rish mitigatio
currentd | ewe = 3 | happening| ewent rating | method rating completion

future)
Current | Operating | Changes in LS e igh igh st E- | Low

Future i 4 mine | Adediurm Early batch gl Lo




Environmental Risk Management

Environmental areas of concern
Noise
Water
Alr
Land
Waste

Resources
Vibration

Habitat

Landscape & Visual




Environmental Risk Management

Environmental Risk Severity Definition

Severity 4 3 2 1
Area Negligible Marginal Serious Critical
of Impact
1 Noise @ eOperational noise generated but will not eOperational noise generated during 0700- eOperational noise generated during 2300- eOperational noise generated that will affect
affect public, OR 2300HTrs that will affect public and will 0700HTrs that will affect public and most public and possibly lead to legal action OR
eOperational noise generated during 0700- likely cause complaint, OR likely will cause complaint, OR eConstruction noise generated during
2300Hrs that will affect public but will not eOperational noise generated during 2300- eConstruction noise generated outside restricted hours(®
cause complaint, OR 0700HTrs that will affect public but will restricted hours(® that will affect public and
eConstruction noise generated outside unlikely cause complaint, OR most likely will cause complaint
restricted hours® but will not seriously eConstruction noise generated outside
affect public restricted hours® that will affect public but
will unlikely cause complaint
2 *\Water e\Wastewater® generated but the amount is - - e\Wastewater® generated and the discharge
insignificant and is most likely may be contaminated
uncontaminated
3 Air eMinor air pollutant® is generated but will oAir pollutant® is generated that will affect eAir pollutant® is generated that will affect eAir pollutant® is generated that will affect
not affect public and passenger passenger but not public, OR public, and may lead to complaints or public and/or passenger, and may lead to
eAir pollutant is generated that may affect concerns legal action
public but will unlikely cause complaints or
concerns
4 Land eInsignificant land contamination *Small or medium scale land contamination eLarge scale land contamination but eLarge scale land contamination but not
recoverable recoverable
5 Waste®) «Generate small amount of trade waste *Generate medium amount of trade waste *Generate large amount of trade waste eGenerate huge amount of trade waste
eGenerate chemical waste
*6 *Resources® eConsume small amount of resources eConsume medium amount of resources eConsume large amount of resources *Consume huge amount of resources
7 *Vibration oVibration outside restricted hours® which eVibration outside restricted hours® which oVibration outside restricted hours® which Vibration in restricted hours®
will not seriously affect public will unlikely cause complaints may cause complaints
8 *Habitat eDegradation of small area of habitat of low eDegradation of small to medium area of eDegradation of medium area of habitat of *Degradation of any habitat of medium or
ecological interest habitat of low ecological interest low ecological interest high ecological interest, OR
*Degradation of large area of low ecological
interest
9 eLandscape eSmall scale landscape and visual impacts eMedium scale landscape and visual el arge scale landscape and visual impacts *Huge landscape and visual impacts
and Visual impacts
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Environmental Risk Management

Environmental Risk Matrix

Few times per
week or more

Few times per
month

Few times per
year

Few times per 10
years

Once since
operation

Unlikely to occur

Severity (Scale)

Frequency (No. peryear) Negligibl

Few times per
month or more

year
years
operation
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Outsourcing Risk Management

Outsourcing Risk Categories

Health, safety & environment
Business disruption

Business viability

Project complexity

Cost Overrun

Programme Delay

Political / Public / Media Pressure
Technical / Construction Difficulty
Meeting Customer Expectation
Recovery / Crisis Management




Outsourcing Risk Management

SEVERITY

M

H

Health, Safety and
Environment

?Result in a R3/R4

hazard"

?Affect the operating
safety in general
?Affect the operation of

Safety Critical ltem?

?Resultin a R1/R2

hazard®

?Breach of statutory
requirements e.g. O&SH
regulations

?Affect the operation of
Safetv Critical Svstem

Business Disruption

Service Disruption in
Station: 20~60 min
Line: <20 min

Service Disruption in
Station: few hours
Line: <20~60 min

Service Disruption in
Station: > 1 day
Line: few hours

Project / Business
Viability *

Nil effect, impact
limited to a single
area of business

Some losses, impact to
multiple areas of
business

Significant losses,
impact to widespread
areas of the business

Project Complexity

Nil / Manageable

Some challenges

Significant challenges

Cost Overrun

Minor variation

Some variation

Significant variation

Programme Delay

Nil / Manageable

Some delay

Significant delay

Political / Public / Media
Pressure

Nil / Manageable

Some

Frequent

Technical / Construction
Difficulty

Easy

Difficult

Very difficult

Meeting Customer
Expectation

Yes

Partially

No

Recovery / Crisis
Management

Nil / Manageable

Some challenges

Significant challenge

LIKELIHOOD

Likely

M2

Unlikely

Very Unlikely

M3




Outsourcing Risk Management

Outsourcing Risk Register

SE8-C Risk Register for Outsourced Maintenance / Service Contracts (SAMPLE TEMPLATE) CONFIDENTIAL
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Enterprise Risk Management

Primary functions of ERM

To provide a clear view of principal enterprise
risks

To ensure effective enterprise-wide management
of risks

To develop a sustainable and auditable risk
management process

To ensure consistent approach to risk
management in all areas

To develop a systematic and enterprise-wide
risk management framework




Thank you




