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A Holistic Approach to Risk A Holistic Approach to Risk 
ManagementManagement
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AgendaAgenda

Business Today & TomorrowBusiness Today & Tomorrow
Evolution of Risk Management ProcessEvolution of Risk Management Process
Risk Management in MTRRisk Management in MTR
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Business in the 21Business in the 21stst Century Century 
Changing Business Environment in HKChanging Business Environment in HK

PropertyMetro Cable Car         Subsidiaries          Customers

Economy            Politics                      Media          Competition 
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Business in the 21Business in the 21stst CenturyCentury

Growth & New Business outside HKGrowth & New Business outside HK
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Risk Based Safety Management System Risk Based Safety Management System 

Define what is safe and unsafe by risk levelDefine what is safe and unsafe by risk level

Prioritize the effort/resources to be spent on Prioritize the effort/resources to be spent on 
““unsafeunsafe”” item according to its risk levelitem according to its risk level

Higher the risk Higher the risk –– more resource/effort more resource/effort 
should be spent and quicker should the risk should be spent and quicker should the risk 
be remove or reducedbe remove or reduced
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Evolution of Safety Evolution of Safety 
Management Management 
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Benefits of Risk Based System Benefits of Risk Based System 

Focus and prioritization on high risk items Focus and prioritization on high risk items 

Ensure Ensure cost effectivenesscost effectiveness in further safety in further safety 
improvement (by reducing risk) improvement (by reducing risk) 

It can be builtIt can be built--on existing safety management on existing safety management 
system without abortive effort system without abortive effort 

Progressive improvement possible by modular Progressive improvement possible by modular 
package and regular review of targetspackage and regular review of targets
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Safety (& Risk) Management 
Policy

Key Processes of Risk ManagementKey Processes of Risk Management

Identifying 
Hazards

Qualifying 
Risks

Allocating risk 
ownership

Designing Risk 
Reduction 
Measures

Prioritizing 
resources 

Implementing 
measures

Measuring 
effectiveness of 

Measures

Measuring & monitor 
Compliance to 

Security Measures

8 Steps to Risk Control8 Steps to Risk Control

Review
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Risk QuantificationRisk Quantification

Definition of Definition of ““riskrisk””
(According to the Advanced Learner(According to the Advanced Learner’’s Oxford Dictionary s Oxford Dictionary -- 6th edition 2004)6th edition 2004)

The The possibilitypossibility of something bad happening at some time in the futureof something bad happening at some time in the future
A situation that could be dangerous or have a bad A situation that could be dangerous or have a bad resultresult
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Identify hazardsIdentify hazards
Group hazards according to similar Group hazards according to similar initiating eventsinitiating events
Fault tree analysisFault tree analysis to determine initiating frequencyto determine initiating frequency
Event tree analysisEvent tree analysis to determine severity of to determine severity of 
consequences and their likelihoodconsequences and their likelihood
Summation of potential injury and fatality Summation of potential injury and fatality –– F/N CurveF/N Curve

Sensitivity and Importance Analysis to identify major risk Sensitivity and Importance Analysis to identify major risk 
contributorcontributor
Development improvement actionsDevelopment improvement actions
ReRe--run risk model with improvement actions to give new run risk model with improvement actions to give new 
resultsresults

Typical Risk Management ApproachTypical Risk Management Approach
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Overall Risk Profile
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Downsides as a Risk Control Tool Downsides as a Risk Control Tool 

Large amount of effort on risk model construction, Large amount of effort on risk model construction, 
data gathering and analysisdata gathering and analysis

Dedicated specialist teamDedicated specialist team

Time consumingTime consuming

Only provides a snap shot of risk at the timeOnly provides a snap shot of risk at the time

Expensive to have a Expensive to have a ““livelive”” risk model risk model 
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Alternative Approach Alternative Approach -- Control Risk at Root CauseControl Risk at Root Cause

Identify hazards and control the risk at root causesIdentify hazards and control the risk at root causes

Rank hazards according to a risk matrixRank hazards according to a risk matrix
R1 – Unacceptable
R2 – Undesirable 
R3 – Tolerable
R4 – Acceptable

Control the risk of each hazard by reducing R1/R2 hazards to R3/Control the risk of each hazard by reducing R1/R2 hazards to R3/R4 R4 

Measure and monitor the number of hazards in each rankMeasure and monitor the number of hazards in each rank

Measure the aggregated risk level of all hazardsMeasure the aggregated risk level of all hazards

Can be monitored by function, equipment & facilities or by  diviCan be monitored by function, equipment & facilities or by  division, sion, 
department & section.   department & section.   
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Qualitative Risk Rating of HazardsQualitative Risk Rating of Hazards

R3R3R4R4Minimal

R2R3R3R4Low

R1R2R3R3Medium

R1R1R2R3HighLikelihood

HighMediumLowMinimal

Consequence

R1 – Unacceptable, risk must be reduced save in exceptional circumstances.

R2 – Undesirable, risk must be reduced if it is reasonably practicable to do so.

R3 – Tolerable, risk is tolerable but should be further reduced if it is cost effective to do so.

R4 – Acceptable, risk is acceptable and  no specific action is needed.



Risk
Ref.
No.

Risk
Category

Description
of hazard /
event

Cause Conseq Original
Likelihoo

d

Original
Conseq

Initial
Risk

Rating

RS-01 Rolling
Stock

Bake Failure ATO failed
to demand
braking

Collision
with train in
front

Low High R2

RS-02 Rolling
Stock

Bake Failure Brake
equipment
failure

Collision
with train in
front

Risk Rating of Hazard Using a Qualitative Risk MatrixRisk Rating of Hazard Using a Qualitative Risk Matrix

R3R3R4R4Minimal

R2R3R3R4Low

R1R2R3R3Medium

R1R1R2R3HighLikelihood

HighMediumLowMinimal

Consequence

Risk Rating 
of hazard



Quantitative Risk Ranking of HazardsQuantitative Risk Ranking of Hazards

R3R4R4R4R4R4R4
R3R3R4R4R4R4R4
R2R3R3R4R4R4R4
R1R2R3R3R4R4R4
R1R1R2R3R3R4R4
R1R1R1R2R3R3R4
R1R1R1R1R2R3R4
R1R1R1R1R2R2R4
R1R1R1R1R1R2R4
R1R1R1R1R1R1R3



Risk
Ref.
No.

Risk
Category

Description
of hazard /
event

Cause Conseq Original
Likelihoo

d

Original
Conseq

Initial
Risk

Rating

F1/yr

RS-01 Rolling
Stock

Bake Failure ATO failed
to demand
braking

Collision
with train in
front

Low High R2

RS-02 Rolling
Stock

Bake Failure Brake
equipment
failure

Collision
with train in
front

Risk Rating of Hazard Using a Quantitative Risk MatrixRisk Rating of Hazard Using a Quantitative Risk Matrix

Quantitative risk can be 
inferred if a quantitative 

risk matrix is used 



Risk
Ref.
No.

Risk
Category

Description
of hazard /
event

Cause Conseq Original
Likelihoo

d

Original
Conseq

Initial
Risk

Rating

F1/yr Hazard
Controller

RS-01 Rolling
Stock

Bake Failure ATO failed
to demand
braking

Collision
with train in
front

Low High R2 Sig &
Telecom

Mgr
RS-02 Rolling

Stock
Bake Failure Brake

equipment
failure

Collision
with train in
front

RS
Manager

PW-01 Track

TU-01 Tunnel

Assign Hazard 
Controller



Risk
Ref.
No.

Risk
Category

Description
of hazard /
event

Cause Conseq Original
Likelihoo

d

Original
Conseq

Initial
Risk

Rating

F1/yr Safeguards Residual
Likelihoo

d

Residual
Conseq

Residual
Risk

Rating

F2/Yr

RS-01 Rolling
Stock

Bake Failure ATO failed
to demand
braking

Collision
with train in
front

Low High R2 ATP &
manual
braking

Minimal Medium R3

RS-02 Rolling
Stock

Bake Failure Brake
equipment
failure

Collision
with train in
front

PW-01 Track

TU-01 Tunnel

Residual RiskOriginal Risk 
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Cost per Statistical Life Saved (Cost per Statistical Life Saved (CpSLSCpSLS))

Cost of risk reduction is evaluated using the Cost per Cost of risk reduction is evaluated using the Cost per 
Statistical Life Saved (Statistical Life Saved (CpSLSCpSLS) ) 

CostCost
Reduction in FatalityReduction in Fatality

If the If the CpSLSCpSLS is lower than a preis lower than a pre--determined figure, the cost is determined figure, the cost is 
deemed not  grossly disproportional to the risk.deemed not  grossly disproportional to the risk.

Otherwise, a more cost effective solution is needed.Otherwise, a more cost effective solution is needed.

<  <  CpSLSCpSLS



Cost Benefit AnalysisCost Benefit Analysis
Description
of hazard /
event

Cause Conseq Original
Likelihoo

d

Original
Conseq

Initial
Risk

Rating

F1/yr Hazard
Controller

Safeguards Residual
Likelihoo

d

Residual
Conseq

Residual
Risk

Rating

F2/Yr Risk
Reduction

Cost of
Remedial

Action

VPF

Bake Failure ATO failed
to demand
braking

Collision
with train in
front

Low High R2 Sig &
Telecom

Mgr

ATP &
manual
braking

Minimal Medium R3

Bake Failure Brake
equipment
failure

Collision
with train in
front

RS
Manager

Cost per 
Statistical Life 
Saved (CpSLS)

CpSLS
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A Holistic Risk Control SystemA Holistic Risk Control System
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Safety & Service Risk ManagementSafety & Service Risk Management

Risk must be reduced save in exceptional circumstances

Risk must be reduced if it is reasonable practicable to do so

Risk is tolerable but should be further reduced if it is cost effective to do so

Risk is acceptable

Staff/Contractor Safety

Passenger/Public Safety

Service

R1
R2
R3
R4
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Security Risk ManagementSecurity Risk Management

Service Disruption
Corporate Assets

Criminal Imprisonment

Business Impact

SeR1 – Risk must be reduced except 
in exceptional circumstances

SeR2 – Risk must be reduced if it is 
reasonable practicable to do 
so

SeR3 – Risk is tolerable but should be 
further reduced if it is cost 
effective to do so

SeR4 – Risk is acceptable
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Project Risk ManagementProject Risk Management
Project Risk Register Preparation / Updating during project lifeProject Risk Register Preparation / Updating during project life cyclecycle

 

Project 
Feasibility 

Study

Detailed 
Design / 

Construction

Project Level Risk Register

Testing & 
Com m issioning

Prelim inary 
Design and 

Specification

Operation 
and 

M aintenance

Contract Level Project R isk 
Register e.g. C651, C652

Hazard 
Registration 

System

Disposal / 
Renew al

Project / 
Contract Level 
Risk Registers

Review Relevant 
Risk Registers 
for Disposal / 
Renewal Works 
Planning

Before / After 
Testing &
Commissioning

Before / After 
Detailed
Design 

+
During 
Construction

After 
Preliminary 
Design

First Risk 
Register
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Project Risk ManagementProject Risk Management
Project Risk CategoriesProject Risk Categories

Health, safety & environment
Business disruption
Business viability
Project complexity
Cost Overrun
Programme Delay
Political / Public / Media Pressure
Technical Difficulty
Meeting Customer Expectation
Recovery / Crisis Management
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Project Risk ManagementProject Risk Management

Project Risk MatrixProject Risk Matrix

P3P3P4P4Minimal

P2P3P3P4Low

P1P2P3P3Medium

P1P1P2P3HighLikelihood

HighMediumLowMinimal

Consequence

P1 – Unacceptable

P2 – Undesirable and requires contingency measures and continuous monitoring

P3 – Tolerable

P4 – Acceptable
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Project Risk ManagementProject Risk Management

Project Risk RegisterProject Risk Register
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Environmental Risk ManagementEnvironmental Risk Management

Environmental areas of concernEnvironmental areas of concern
NoiseNoise
WaterWater
AirAir
LandLand
WasteWaste
ResourcesResources
VibrationVibration
HabitatHabitat
Landscape & VisualLandscape & Visual
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Environmental Risk ManagementEnvironmental Risk Management
Environmental Risk Severity DefinitionEnvironmental Risk Severity Definition

•Huge landscape and visual impacts•Large scale landscape and visual impacts•Medium scale landscape and visual 
impacts

•Small scale landscape and visual impacts•Landscape 
and Visual

•9

•Degradation of any habitat of medium or 
high ecological interest, OR
•Degradation of large area of low ecological 
interest

•Degradation of medium area of habitat of 
low ecological interest

•Degradation of small to medium area of 
habitat of low ecological interest

•Degradation of small area of habitat of low 
ecological interest

•Habitat•8

•Vibration in restricted hours(2)•Vibration outside restricted hours(2) which 
may cause complaints

•Vibration outside restricted hours(2) which 
will unlikely cause complaints

•Vibration outside restricted hours(2) which 
will not seriously affect public

•Vibration•7

•Consume huge amount of resources•Consume large amount of resources•Consume medium amount of resources•Consume small amount of resources•Resources(6)•6

•Generate huge amount of trade waste
•Generate chemical waste

•Generate large amount of trade waste•Generate medium amount of trade waste•Generate small amount of trade wasteWaste(5)5

•Large scale land contamination but not 
recoverable

•Large scale land contamination but 
recoverable

•Small or medium scale land contamination•Insignificant land contaminationLand4

•Air pollutant(4) is generated that will affect 
public and/or passenger, and may lead to 
legal action

•Air pollutant(4) is generated that will affect 
public, and may lead to complaints or 
concerns

•Air pollutant(4) is generated that will affect 
passenger but not public, OR
•Air pollutant is generated that may affect 
public but will unlikely cause complaints or 
concerns

•Minor air pollutant(4) is generated but will 
not affect public and passenger

Air3

•Wastewater(3) generated and the discharge 
may be contaminated

--•Wastewater(3) generated but the amount is 
insignificant and is most likely 
uncontaminated

•Water•2

•Operational noise generated that will affect 
public and possibly lead to legal action OR
•Construction noise generated during 
restricted hours(2)

•Operational noise generated during 2300-
0700Hrs that will affect public and most 
likely will cause complaint, OR
•Construction noise generated outside 
restricted hours(2) that will affect public and 
most likely will cause complaint

•Operational noise generated during 0700-
2300Hrs that will affect public and will 
likely cause complaint, OR
•Operational noise generated during 2300-
0700Hrs that will affect public but will 
unlikely cause complaint, OR
•Construction noise generated outside 
restricted hours(2) that will affect public but 
will unlikely cause complaint

•Operational noise generated but will not 
affect public, OR
•Operational noise generated during 0700-
2300Hrs that will affect public but will not 
cause complaint, OR
•Construction noise generated  outside 
restricted hours(2) but will not seriously 
affect public

Noise (1)1

CriticalSeriousMarginalNegligibleArea 
of Impact

1234Severity
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Environmental Risk ManagementEnvironmental Risk Management
Environmental Risk MatrixEnvironmental Risk Matrix

ER3ER4ER4ER4< 10-3Very unlikely to 
occur

F
2< 10-2Unlikely to occurF

1

ER2ER3ER4ER4≥ 10-3 < 10-2Unlikely to occurE
2≥ 10-2 < 10-1Once since 

operation
E
1

ER2ER3ER3ER4≥ 10-2 < 10-1Once since 
operation 

D
2≥ 10-1 < 1Few times per 10 

years
D
1

ER2ER2ER3ER4≥ 10-1 < 1Few times per 10 
years

C
2≥ 1 < 10Few times per 

year
C
1

ER1ER2ER3ER4≥ 1 < 10Few times per 
year

B
2≥ 10 < 100Few times per 

month
B
1

ER1ER1ER2ER3≥ 10Few times per 
month or more

A
2≥ 100Few times per 

week or more
A
1

A / EN / S

CriticalSeriousMarginalNegligibleFrequency (No. per year)

1234Severity (Scale)



35

Outsourcing Risk ManagementOutsourcing Risk Management

Outsourcing Risk CategoriesOutsourcing Risk Categories
Health, safety & environment
Business disruption
Business viability
Project complexity
Cost Overrun
Programme Delay
Political / Public / Media Pressure
Technical / Construction Difficulty
Meeting Customer Expectation
Recovery / Crisis Management
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Outsourcing Risk ManagementOutsourcing Risk Management

L M H

Health, Safety and
Environment Nil

?Result in a R3/R4
hazard1

?Affect the operating
safety in general
?Affect the operation of
Safety Critical Item2

?Result in a R1/R2
hazard1

?Breach of statutory
requirements e.g. O&SH
regulations
?Affect the operation of
Safety Critical System

Business Disruption
Service Disruption in
Station: 20~60 min
Line: ≤20 min

Service Disruption in
Station: few hours
Line: ≤20~60 min

Service Disruption in
Station: > 1 day
Line: few hours

Project / Business
Viability 1

Nil effect, impact
limited to a single
area of business

Some losses, impact to
multiple areas of
business

Significant losses,
impact to widespread
areas of the business

Project Complexity Nil / Manageable Some challenges Significant challenges
Cost Overrun Minor variation Some variation Significant variation
Programme Delay Nil / Manageable Some delay Significant delay
Political / Public / Media
Pressure Nil / Manageable Some Frequent

Technical / Construction
Difficulty Easy Difficult Very difficult

Meeting Customer
Expectation Yes Partially No

Recovery / Crisis
Management Nil / Manageable Some challenges Significant challenge

Likely H M2 M1 M1
Unlikely M M3 M2 M1
Very Unlikely L M4 M3 M2

SEVERITY

LIKELIHOOD
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Outsourcing Risk ManagementOutsourcing Risk Management

Outsourcing Risk RegisterOutsourcing Risk Register
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Enterprise Risk ManagementEnterprise Risk Management

Primary functions of ERMPrimary functions of ERM
To provide a clear view of principal enterprise To provide a clear view of principal enterprise 
risksrisks
To ensure effective enterpriseTo ensure effective enterprise--wide management wide management 
of risksof risks
To develop a sustainable and auditable risk To develop a sustainable and auditable risk 
management processmanagement process
To ensure consistent approach to risk To ensure consistent approach to risk 
management in all areasmanagement in all areas
To develop a systematic and enterpriseTo develop a systematic and enterprise--wide wide 
risk management framework risk management framework 
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Thank you


