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Key Definitions




Definitions - 1 NATKINS

Hazara

A dangerous event, act or staterwhich initne alsence. ofi adeguate detection,
mitigation; or contrel woeuld result In an accident

L@SS

Physical Harmrtor peeple; Detinment to a BUSIness o Damage to! the Natural
IHabitat o1 a comhination of

RISk

A forecast for a Euture Accident or Less

Reward

A fierecast fior a Euture Accident or Loss avelded/prevented

AssUrance

Increasing Coniidence andl Certamty,
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Definitions - 2

Safety.

Ereedem| off people: firem| Harmm

System

Anintercrelated set of Parts / Elements Working to' generate: a
Desired Output

SYStems Salety

The Art, Science and iechnology: of ensurng that a System| does not
lead to) Unaceceptanble: Levels off IHarm to peeple nl
A 4




Definitions - 3 ATKINS

PrnRciple::

“> Eundamental Iruitaror propositien

ORI WAICH Many. Gtners depenad

“> A EundamentalrAssumptien’ ferming

the basis off a chain off reasonERey "
@,
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Systems Safety Concepts

-+
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Systems Assurance

Principles :

ldentiiy What Vay: Ecreseeably' Go Wireng

ldentiiyy Measures te; Eliminate, Reduce; Mitigate or Contiel the
Signiiicant RISKs

ldentiiy, Key: Opportunities and Exploit these

Plan and Implement the Cost Effective VMieasures, Ve
Review Assumpliens & Periermance

Ensure Sulficient & Competent Organisation

Develop Contingency Measures; to limit' Losses when AlllEISENEAIS




Facets of Performance ATKINS

~ Functional/Technical

- Commercial
Envirenmental
Integrity (RAIM)

Safety & Secumty
Quality &
=~ Perceved Nalue
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European & International
Safety Standards
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Safety Standards - International

IEC 61508, E/E/PES Functional Safety

“ Comprises 7 Key Parts
1 - General Reguirements (©8)
2 - Reguirements for E/E/PES (2000)
3 - Seftware Reguirements (©8)
Ai-"Definiions and Aklbreviations (©8)
5 - Examples ol Metheds for SIt Allocaton  (98)
6 - GUIdelines enrApplication (2000)
7 - Bibliegraphy. (Z0)00))
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CENELEC Standards -1

- EN50126 (IEC62278)

Railway Applications - Relianiity, Avananility, Mamntaimabilit/ and
Safety

« EN50128 (IEC62279)

Rallway Applications — Communicatons; Signalling &
Processing Systems, Software for Railway Controll & Protection

- EN50129

Rallway Applications - Safety Relatedl EIecionic Sy stems; fior
Signalling
h

"

—




EN50126 — System Life Cycle ATKINS

Concept

Sysiem| Definition and Application Cenditions
Risk Analysis

System Reguirements

Apportienment off System Requirements
Design and Implementation

Manufacture

Installiatien

System Validation (Including Salety Acceptance and Commissioning)
Sy Stemi Acceptance

Operation and Vaintenance

Perfermance Monitering

Moediiication and Retroii

De-commissioning and Dispoesal
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Current Standards Developments - 1

EN50126 Activities

<> A Working Group WGES set up: Dee. 2002
<> AImed at developingl guidance el applicaton
<> Jlhree areas heing addressead

<2 Reguirements; & Apperiionment

<> Modelling & Assessment

<2 Compliance & Certification




TCO9XA — WGS8 Structure ATKINS

WP1: Leader Richard Imhoff
[tems inthe WP 4. 5 & 6

Memilers: Wouter (BE), Dupoux (ER), Relif(DE), Canpignane (157,
Impaliemeni (i)

> WP2: Leader Ali Hessami
ltems inthe WP 1 20 7 & 9

Viembers: Maller (DK, Garmier (ER), Shult (DE);, Sundvall (SE), Halbrtter

WP3: Leader Gunhild Halvosrud
[tems In the WP 3 & 8

Memiers: Alran (ER);, Eeschi (179, de Graaif (NLL), Kwasnicki (CH)
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Current Standards Developments - 2

EN50129 Activities

> AWorking Group WGA2-3 set up Nov. 2003
<> Mainly aimed at developing pPrecess for Cross-Accepiance

<> Held many/ SESsIons With SiWerkpackages
< WPRI-Cress AcCceptance Process
< WP2—liechnical Saiety Repori

< WP3 — Genernal Guidance o Qualitative Vs Quantitative ete.

<> Develepinelgeneraliguidance: en 129 Application areas
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Current Standards Developments - 3

EN50128 Activities

> AWorking Group WGALL set up by SCOXA June 2005
Mainly:aimed at Review: & Updaie
Convenor Al Hessami/UK
» Planned torHelad Preliminany; Session i @4: 2005
[Developing general guidance onr 128 Application aneas

Q)’\

=




EU regulatory structure NATKINS

4 Defining the responsibilities of the actors
- Infrastructure managers

- Railway undertakings

4 Establishing National Authorities for regulation and

supervision of safety
4. Migration strategy for safety rules l' I




EU - A Common Approach

4> New provisions for safety certification
- a Community valid part
- a National part
Requirements on Safety Management Systems
- Article 9 of Safety Directive
- Future European standard on railway SMS?

Common Safety Targets (CST),
Common Safety Methods (CSM)
Common Safety Indicators (CSI)

NATKINS
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EU - Safety Performance

. CST and CSM gradually introduced to ensure;
- a high level of safety is maintained

- when & where necessary and reasonably
practicable, improved.

4 They should provide tools for
- assessment of the safety level &
- the performance of the operators

4 Focus at European level & Member Statg
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Safety Principles &

Compliance
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Compliance Frameworks - UK




ALARP — Basic Premise NATKINS

The upper risk domain where mitigation actions must be taken.

The middle risk domain where mitigation actions are evaluated using

cost/benefit analyses with a view to reduce or maintain risk levels.

The lower risk domain where the risks are accepted with no further

reduction required other than maintaining risk levels.

The Concept of Gross-disproportionality for justification
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Compliance Frameworks - France




GAME — Basic Premise NATKINS

The system under consideration can be compared to an equivalent

reference system.

A clear system boundary can be defined for both new and reference

system.

The properties relevant to the risks considered are known for both the

new as for the reference system.

Any differences in properties need to be compensated for in the

setting of risk targets or demonstration of compliance.

=




Compliance Frameworks - Germany ATKINS




MEM — Basic Premise NATKINS

In the range 5 - 15 years the natural death rate (Rm) reaches a

minimum for individuals:

Rm = 2 * 104 fatalities/person*year

Additional overall hazard death rate caused by technical systems (Rt)
shall not exceed this limit

Each single system shall not contribute more than 5%

Each individual is endangered by n different technical systems in

parallel; the assumption in the MEM principle is: n £ 20

A single technical system shall not lead to a risk of fatality (R) of

single person with a rate of:

R <10 fatality/person*year

A railway system can be considered as such a technical system. ﬂ




MEM — Considerations

1) Consideration of correct duration time

“ Exposure time to each possible hazard in reality.

2) Consideration of correct number of persons

“ For each hazard the number of persons exposed

3) Consideration of correct number of fatalities

€ All fatalities arising from accident/incidents of the system

NATKINS




MEM — Differential Risk Aversion NATKINS

Minimum Endogenous Mortality
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Safety Principles

A Critique




ALARP, MEM ? NATKINS

A Critique
4> Focused on Risk
Adversarial - only Degrees of Guilt
- Non-Systemic with Application Difficulties
- Not based on Fair Balance of Good & Harm
Blindly Adopted & Followed by others
- Misapplied by Many
- Often Employed as an Excuse for Inaction
Misunderstood/Abused in IEC & CENELEC in Matp
- Cost used as the Key Measure of Sacrifice j




A New Paradigm ? NATKINS

General Characteristics

- Systemic & Holistic

- Fair Balance of Impact
Clarity of Satisfaction Criteria
Empathic with Ease of Application
An Advanced Framework for Assessment

- Requires A Responsive SMS
Overhaul of the Legal Framework ?
Better Assessment of a Reference System

-~ Are we Up for it?




Safety Cases



Conditions for Safety Acceptance &

+ A Safety Case comprising

+ System Definition & Scope

+ Evidence of Quality Management

N
Evidence of Safety Management = 8
| | 5\
vidence of Functional and Technical Safety (_/ ))
. ST N4
ing Safety Cases \ (
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Safety Principles

A New Approach ?




Safety — A New Paradigm ATKINS

Basic Premise

Most Endeavours are Purposeful

Majority aim for betterment

Could introduce new Hazards

Safety Approach fundamentally Adversarial

Most Products & Systems Improve Aspects of Performance

Need a New Balanced Approach to Safety




Risks or Rewards ?

(4
I

A New Paradigm is Called for

4. Improving Safety Approvals

4> Enhancing Consistency of Approach
<. Establishing Beneficial & Detrimental Facets

4 Forecasting a Total Behavioural Risk Profile

Risk & Reward Analysis (RaRA)

NATKINS




RaRA Approach NATKINS

- Define the product, system

- ldentify Problems associated with its application
Derive Safety Hazards arising from the Problems
Assess the risks from Hazards

- ldentify the Benefits associated with its Application
Derive Safety Opportunities arising from the Benefits
Assess the Rewards from Opportunities

- Assess total Risk and Reward contributions

- Establish the Total Profile ﬁ:\ﬁ @




RaRA Constituents - 1

ISAE VO7.07.003

Consequer ce 111obd|
Worksheet 2 cf 1L

Created On: 26/10/2002

Last Accessed On: 15/05/2003
Issue/Draft: 1.0

coo 1
freq=7. SO0E-

Hazard: SDOGHO : Generic hazard model for qualitative eval
7 Oj=% VISCIP-SDO : Ansaldo sSDO Signal Problem
SSuctyr:
Author: 1THE ADMINISTRATOR
Last Accessed by: THE ADMINISTRATOR
Panel:

NATKINS




RaRA Constituents - 2 ATKINS

ISAE VO7.07.003 Hazard: SDOGOO : Generic class of differential opportunities
Consequence Model Project: MSCIP-SDO : Ansaldo SDO Signal Problem
Worksheet 1 cf 1 Study

Created On: ~27/1.0/Z00V2 Autnor: 1 FE ADMINIS TRATOR

Last Accessed On: 15/05/2003 Last Accessed by: THE ADMINISTRATOR

Issue/Draft: 1.0 Panel:

Ccoo004

(safety rel ated
acci dent avoi ded)

CcCOoO0o0 1
(accidents due to
unrealised
opportunity)

(ot her circ 1 (ot her
def ences def ences

ccCco4

CcCco2 CcCco3
conflict conflict ari ses)

GOOo
(generic opportunity
model )




RaRA Application ATKINS

Applied to two Difficult Problems

4 Safety Acceptance of a new Signal Head

4 Safety Argumentation of Axle Counters




RaRA Case Study NATKINS

Axle Counters vs Track-Circuits — Options

4> Full scale and independent study of Track-circuit and
Axle Counter safety performance to contrast the risk
profiles

Differential and full safety study of the Axle Counters
risks and rewards baselined against Track-circuits

Detailed scrutiny of the loss of broken rail detection: s
issue in the project ( /“}F




RaRA Process Applied ATKINS

The plan for the study comprises three key stages:

4 |dentification/review of the Problems and
associated hazards

4; ldentification of the Beneficial aspects and
associated Opportunities

4. Qualitative yet numerical evaluation of the
Hazards and Opportunities based on expert
judgement




RaRA — Problem Definition & Scoping NATKINS

AXC classes of Problems Compared with Traditional TC




RaRA — Hazard Identification NATKINS

Axle Counter Problems potentially causing Safety Hazards




RaRA Benefits Definition NATKINS

Axle Counter Beneficial Features




Axle Counter — Opportunity ldentification NATKINS

AXC Features Differentially Contributing to Safety




RaRA — AXC Risk & Rewards NATKINS

4> Assess Risks arising from Hazards
“> Assess Rewards arising from Opportunities

4> Determine the net Balance

4> Present an Objective case for Decision Support




The Way Forward ATKINS

Adopt a Systemic Perspective

Go beyond Cause and Conseguence
Ensure Whole Life-cycle is Addressed
Exploit Creativity in Tackling Complexity
Address Risks & Rewards

Employ an Objective Framework

Make Informed Decisions on Performanc{f §
Deploy Opportunities for Enhancements (M
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Questions ?




Contacts AATIINS

AllLHessami@AtkinsGlepal.Com

A.G.Hessam@IEEE. Org

WWW ESSS.ORG




