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Our motivziior..
5515 ty sUggor:

N IHETENWE) ‘,cnool:; c n it comes to predicting software
r2lizoility: ‘

— Produyet gl Soeftware reliability growth models Musa (1987)
anal |tt|ewood (1991) and Statistical testing methods Miller et.
al. (1992)

— Praocess based. Software quality and safety standards.
ICEG1508, DEF 0055, DO 178 and ISO 9001 CMMM.

Researchers have developed and applied BBN based applications on
both fields Ganesh et. al. (2007) and Hall et . al. (1992).

Our literature survey tell us that the use of BBNs to estimate the

quality/reliability/integrity of the software development process was first
proposed by Hall, et al (1992). Since then tens of publications were
made available on this topic, Fenton et. al. (2004), Littlewood et. al.
(2006), Acuna et. al. (2002), Panzakar et. al. (2005), Gran (2002),
Cockram (2001) and Xuan (2005).

Mario Brito: mpb2007@noc.soton.ac.uk www.noc.soton.ac.uk




@:we buildIBBNS, What

-Directed acyclic graph (DAG).
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*Nodes - random vars.

*Edges — causal (direct) influence.
Ground
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g development

SIL 1 SIL 2 SIL3 SIL4
R R HR HR
R R HR HR

'2b Formal methods including for example, CCS, CSP, HOL, LOTOS, R R HR
OBJ, temporal logic, VDM and Z

The software safety requirements specification will always require a description of the problem in the
natural language and any necessary mathematical notation that reflects the application.

The table reflects additional requirements for specifying the software safety requirements clearly and
precisely.

Appropriate techniques/measures shall be selected according to the safety integrity level. Alternate
or equivalent techniques/ measures are indicated by a letter following by a number. Only one of the
alternate or equivalent techniques/measures has to be satisfied.

Software safety requirements specification (see part 3 section 7.2)
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Significance o
outstanding errors
in phase 1

Phase 1 overall
integrity

Significance of
errors found in phase 2
relevant to phase 1

Slgmflc_ance 7 Phase 2 overall Overall integrity
outstanding errors . .
. integrity after phase 2
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Significance of
errors found in phase 3
relevant to phase 1

Significance of
errors found in phase 3
relevant to phase 2

Sig mflc.ance &7 Phase 3 overall
outstanding errors intearit
in phase 2 grity

Overall integrity
after phase 3
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Case study 1— Formal methods not app.

Confidence (%)

oll 2 8l 3 Sil 4

96 86 49

99 96 69

99 94 71
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Case study 1 — Formal methods not applied
the use of a better verification techniqt

process in phase 2

100 ft . Confidence (%)

SIL2 SIL3 SIL4

96 86 49

98 89 52

98 90 53
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1his phenemenon is observed in any product design, not only software.

Tools such as HUGIN, NETICA, MSBNx, XBaies2, SEAMED, AGENA
would allow the modeling the proposed network.

Developing the network structure is not as hard as populating the node
probability tables. Formal methods for eliciting probabilities reduce
expert bias. In addition, one could use either mathematical (e.g. linear
weighted opinion pool or log weighted opinion pool) or behavioural
methods to aggregate expert probability judgments.
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