Viay 21th, 2006

ee-Yong le]&g.d ee-Choon Kwon

s andiHuman; EactorstIvision
ROYEAIATOMIGC ERENgy kesearchinstitute:




i ¢

CHANNEL A CHANNEL B CHANNEL C CHANNEL D

» Configuration of Single Channel in KNICS RPS
- Two Bistable Processors (BPs): Determine trip state by signal comparison, SC

- Two Coincidence Processors (CPs): Generate trip signal by a 2/4(2/3) voting, SC

- Automatic Test & Interface Processor (ATIP): Performs Tests(MT/MIAT/PT) &
Interfaces with other ATIPs, SR

- Cabinet Operator Module (COM): GUI + H/W (Ch. Bypass, Init. Circuit Reset)
- Network Type: SDL (SC), ICN (SR), ICDN
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Software
Plannlng

Software Software Software Software System
equirement Desngn / Amplementation /“Integration “Integration

* QA Plan

* V&V Plan

* CM Plan

« Safety Plan

Review of Plans

* Development Plan
* Management Plan
* Integration Plan

* Installation Plan

* Operation Plan

* Maintenance Plan
* Training Plan
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Inspection

Traceability

Software Configuration Management )
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Type & Methods for S/W Dependability

O Fault Prevention

> It is a means for preventing a fault occurrence that is mainly due
to software developers.

» Formal Modularization, Formal Specifications, Design/Coding
Guidelines

O Fault Removal

> It is a means for reducing the presence of faults.

> Verification & Validation Activities, Software Safety Analysis,
Formal Verification, and Testing
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Alegally binding dacumest agrecd upan by the customer and supplicr. Whencver the ward

contract
s specification. it shall mean Refercace 1.4.4.

‘The personls] whe pay for the product. The Korea Hydro and Nuclear Power Company
(KHNP] referred to a5

customer

1.3.1.3 1Software Supplier

personts) AMS application progs
Refereace ‘The Karca Power Engincering Company (KOPEC) will be referred to as

Software Supplier

1.3.1.4 Hardware Sapplice
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Type & Methods for S/W Dependability

1 Fault Tolerance

> It is for ensuring a service capable of fulfilling a system’s
function in the presence of faults.

» Watchdog Timers in RPS
O Fault Prediction

> It is about how to estimate the present number, future
incidence, and consequences of faults.

» There are few standard methods with an inter-disciplinary
consensus which are applicable to a rare failure event.

O All activities for RPS S/W are for improving S/W quality
of safety and correctness and for achieving highly
reliable software.
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S/W Safety Analysis Process of

KNICS Digital Systems (RPS + PLC) »

Preliminary System
Hazard Analysis

Software Safety Plan

Software
Requirements HAZOP

Software
Design FTA

Software
Code FTA

Software
Design HAZOP

Software
Code/Test/Change/
COTS HAZOP

Software Causes
of Hazards

\
Recommendations,
Reliability/Safety Analysis
Reports

& ° KAERI

HAZOP: Hazard and Operability,
FTA: Fault Tree Analysis
COTS: Commercial-Off-The-Shelf




S/W Safety Analysis at Design Phase

O Safety Activity

»Hazard Analysis for Functional Characteristics

0 S/W Safety Analysis for DD by Function Block Diagram

> Scope: All Safety-Critical Software Modules/Functions
> Method: Software HAZOP + Software FTA

> Strategy:
v Preparation of Software-Contributable System Hazards

v HAZOP is applied to all the S/W modules to identify a S/W hazard
that can induce a system hazard, considering the system safety
and availability

v Software FTA is applied to only S/W modules that the S/'W HAZOP
indicated some critical hazards residing in those modules. And
its top node is only related with the most safety-critical hazard.

v Software FTA is composed of fault tree templates for function
blocks used in FBD (function block diagram).
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Software HAZOP Software FTA

All Design Specifications *Defective SW Module
(Documents + DD by FBD)

*All SW Contributable Hazards *Most Critical Hazard

*Forward, Broad-Thinking Analysis | *Backward, Local Systematic

Analysis

*Brainstorming by HAZOP *Fault Tree by an Individual Analyst
Members

*Deviation Quantity: Qualitative *Based on Fault Tree Templates for
Functional Characteristics Function Blocks

*Guide Phrases (Rather Than Logical Operation in Fault Event
Guide Words)
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Software-Contributable System Hazards

U Software-Contributable System Hazards for KNICS RPS

No Hazard Criticality
Level |
RPS cannot generate a trip signal when a trip
1 o . . . . 4
condition for a process variable is satisfied.
2 RPS generates a trip signal when it should not 3
generate a trip signal.
RPS cannot send qualified information of its
3 ! . 2
operating status to the main control room.

Criticality Level 4 - The most significant hazard that can drive a plant to an accident,
Criticality Level 3 - A hazard that impacts significantly on the system operation but

does not lead to an accident

Criticality Level 2 - A hazard that can affect more or less the system operation
Criticality Level 1 - An insignificant hazard that seldom affects the system availability

& ° KAERI
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Software HAZOP

d HAZOP Definition

» A HAZOP study is for the identification of a hazard in a target
system by investigating a plausible deviation of a quantity or
attribute and then seeking out the cause that is capable of
inducing this deviation and consequences resulting from this
deviation.

U Basic Components of HAZOP

> Deviation Quantity: (Quantitative) Temp., Press., Valve Openings

P

» Guide Words: More, Less, Equal, etc.
U Distinguishing Features of Software HAZOP

> Deviation Quantity: S/W Functional Characteristics (Qualitative)

v Functional Characteristics: Accuracy, Capacity, Functionality,
Reliability, Robustness, Security, Safety

> Guide Phrases: For Application to All S/W Lifecycles

& ° KAERI
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Guide Phrases and Deviation Checkl_

I A€

» Among guide phrases
devised and collected,
appropriate guide phrases
and their associated
deviation checklist suitable
for KNICS RPS S/W design
are extracted and arranged
for S/W functional
characterisitics.

& ° KAERI
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Characteristic

Guide Phrase

Deviation Checklist

What is the consequence if the sensor value

Accuracy Below minimum range . . -
is below its minimum range?
. What is the consequence if the sensor value
Accuracy Above maximum range . . >
is above its maximum range?
Accurac Within range. but wron What is the consequence if the sensor value
Y 9e, 9 is within its physical range but incorrect?
Accuracy Incorrect physical units What is the consequence if the input has an
incorrect physical unit?
. What is the consequence if the input has a
Accuracy Wrong data type or data size wrong data type or data size?
What is the consequence if the input
Accuracy Wrong physical address variable is allocated to a wrong physical
address?
Correct physical address, but Wh_at is t.he consequence if a wrong |r_1put
Accuracy . variable is allocated to a correct physical
wrong variable
address?
What is the consequence if wrong type or
Accuracy Wrong variable type or name name for an input /output/internal variable is
used in the FBD module?
. L What is the consequence if the input/output/
Accuracy Incorrect variable initialization | . f A .
internal variables are initialized incorrectly?
What is the consequence if the internal
Accuracy Wong constant value -
constant is given a wrong value?
Accurac Incorrect update of history What is the consequence if the variable is
4 variables updated incorrectly?
Accuracy Wrong setpoint calculation What is thg conseqoenes |f.the [LOCSTiie
for calculating a setpoint is incorrect?
Capacit Erroneous communication What is the consequence if there is an error
Pacty | data in the ICN data?
Capacit Erroneous communication What is the consequence if there is an error
Paclty | data in the SDL data?
Capacit Unexoectedlinoutlsianal What is the consequence when an
pacity p P 9 unexpected input signal is arrived?
What is the consequence if the operator
Capacity Untimely operator action commences a setpoint reset or an operating

bypass function untimely?

Functionality

Function is not carried out as
specified

What is the consequence if some portions in
the FBD module have a defect or cannot
perform the intended behavior?

Data is passed to incorrect

What is the consequence if the data is

Reliability -
process passed to an incorrect process?
oD . Incorrect selection of test What is the consequence if the test mode is
mode selected or changed unexpectedly?
A . What is the consequence if the input
Robustness | Incorrect input selection

selection is incorrect?




A Result of Software HAZOP

U Software HAZOP for SG1_FLW Lo Trip FBD Module

Fun. Charac. Deviation Checklist Cause Analysis Effect Suggestion
Accuracy What is the consequence if the Sensor Failure The TRIP_DECISION sub-module | No effect on It is desirable
sensor value is below its minimum handles properly an out-of-range safety, but that a trip
range? value, but it is carried out after all | operability is signal occurs
logical operations are done. poor. at the front
when an out-
Accuracy What is the consequence if the Sensor Failure of-range
sensor value is above its sensor input
maximum range? value exists.
Accuracy What is the consequence if the Sensor Failure This is the problem at input Severe effect Measures
sensor value is within its physical or, Input conditioning processor. on safety should be
range but incorrect? Conditioner provided at
Malfunction input
processor.
Accuracy What is the consequence if the Wong constant If MAXCNT is set to 0O, the trip Poor Need careful
internal constant is given a wrong value allocation | signal is always ON regardless of | Operability attention when
value? the trip condition status. assigning a
If MAXCNT is too large, the trip Violating  the value.
signal is generated at much later system
time. response time
Capacity What is the consequence when an ATIP Error No part performs an exceptional Wrong test Augment test
unexpected input signal is handling when ATIP sets up an execution mode
arrived? erroneous test operation. selection.
Functionality | What is the consequence if some Error in Logic Pretrip is cancelled whenever itis | Pretrip is never Modify a
portions in the FBD module have Operation triggered at the pretrip sub- functioning pretrip logic.
a defect or cannot perform its module.
intended behavior? The hysterisis is not reflected in Inducing a trip Modify trip
the trip logic sub-module because | malfunction logic.
of using 19th previous value.

» The software module with criticality level 4 (mostly in Functionality) is
the target module for the application of software FTA
» Defective Modules in BP: SG1_FLW Lo Trip, PZR_PR_Lo Trip,

(- KAER/ SRR HILLIR, DNBR Lo Trip




FBD Module for DNBR_Lo Trip
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OUT(ANDIR =0:
TRIP_LOGIC =0
when this must be 1.

Fail to 0 at IN2 port | Page 1
of AND1

File : , Modification : , Report : 07-02-03, _User : Gee-Yong Park
_4_TRIP = 0 when
_4_TRIP at front
input port is 1
FO_4_TRIP
Page 1
OUT(OR1) = 0
makes _4_TRIP = 0
S0_OG_OR1
[ I | 1
DI_MDL_E =0 and _4_TRIP_DI E=0 ENFMS_T_TRIP = 0 Check further from
this is not further land this is not further | fand this is not further| | IN4 of OR1 becuase
analyzed. analyzed. analyzed. TRlP_LOGI% =0is
arrive
FO_IN1_OR1 FO_IN2_OR1 FO_IN3_OR1 SO_IN4_OR1

FO_IN2_AND2
Page 4
OUT(SELL e,

=0, i.
TEMP_TRIP = 0

FO_SEL1
S0_OG_AND1
_4BP_T_INI=1 _4_BP_T_TRIP_VAL
Check further wrongly, or this = 0 arbitrarily (No
whether there exist setting cannot be Meaning)
incorrect inputs of cleared dueto a
ANDL CF_G_SEL1 SO_IN2_SEL1
CF_IN_AND1

Fail to 0 at IN1 port Fail to 0 at IN2 port
of AND1 of AND1

FO_IN1_AND1 FO_IN2_AND2

Page 2 f E Page 4

DNBR (_4_) Trip Rev.06: Template-Dependant (2007.02.03)

age 1
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File : , Modification : ,

Report : 07-02-03,

User : Gee-Yong Park

Fail to 0 at IN1 port
of AND1

FO_IN1_AND1

Page 2 C)

TRIP_LOGIC = 1
(when this should be
TRIP_LOGIC = 0)

WVV_IN1_AND1

A

Page 1

[
ITRIP_LOGIC = 1 and
this is given at the
previous run step

PS11_OG_AND1

@

TRIP_LOGIC (IN1)

=0 at the previous
run step

PS11_IN1_AND1

TRIP_LOGIC = 0 is
generated from
OUT(ANDI) at the

previous run step.
PS21_OG_AND1

1
[TRIP_LOGIC = 1 and
this is given at initial
and previous run step

PS12_OG_AND1

1

TEMP_TRIP (IN2) =

1 at the previous run
step

(0]
TRIP_LOGIC = 0 at
initial conditioning

PS12_IN2_AND1

IC_IN1_AND1

1

TEMP_TRIP (IN2) =

1 during the first run
step

CFIR_IN2_AND1

OUT(SEL1) = IN2: | Page 2

G(SEL1) = 1 and
IN2(SEL1) = 1 at
initial run
O1IR_IN2_SEL1
Page 3
G(SELL) = 1 at IN2(SEL1) is 1 at
initial: _4_BP_T_INI initial, i.e.,
= 1 at initial 4 BP_T_ TRIP VAL
=1 at initial
IC1_G_SEL1 IC_IN2_SEL1

Violation of IC
requirement:
_4_BP_ T TRIP VAL

WCV_] IN2 _SEL1

O

G(SEL1) = 0 and
INI(SELL) = 1

.
OUT(SELL) = INL:

O1_IN1_SEL1

G(SEL1) = 1 and
IN2(SEL1) = 1

p—
OUT(SELL) = IN2:

O1_IN2_SEL1

OUT(SEL1) = IN1:
G(SEL1) = 0 and
INl(SELl) = 1 at

OIIR IN1 SEL1

OUT(SELL) = IN2:
G(SEL1) = 1 and
1N2(SEL1) =1at

initi

O1IR_] IN2 SEL1

The cause events

A

State of G of SEL1 is _4_TRIP (at input) = State of G of SEL1 is IN2(SEL) = 1: (G(SEL1) = 0 at initial, | |_4_TRIP (at input) =
below this level are changed to 0. 1 : Given Proposition 1 supuriously. _4_BP_T_TRIP_VAL i.e., _4_BP_T_INI = 1 : Given Proposition
e same as at the start of set to 1 for test 07at initial at the start of
S0_OG_AND1 event analysis as in TOP purpose, or arbitrarily, analysis as in TOP
P_SO_OG_AND1| SO0_G_SEL1 S1_IN1_SEL1 S1_G_SEL1 S1_IN2_SEL1 ICO_G_SEL1 S1_IN1_SEL1
DNBR (_4_) Trip Rev.06: Template-Dependant (2007.02.03) Page

& KAERI
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Q Principle of Deriving Failure Mode for A FB Fault Tree Template

Identification of

EN —

IN1T —
IN2 —

Function Block

Output State & Variable Name

B u

Peripheral Faults for

Typical Function Block

; _ Logic Operation of
~ Function Block Furiction Black

(Inverter Omission..)

* It is first to identify the expected value and variable name at OUT.

It is then to identify the fault type for a particular FB. (At this time, overall behavior for an FBD
is understood clearly and the type of function blocks and their expected outputs are followed

by an analyst.)
+ It is finally to identify the expected value and variable name at INPUT.
* When there is no problem, go down to lower level through FB Logic Operation.

& KAERI

Procedure of FT Template
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U Fault Tree Template for OR Function Block

e, ., NCpUIL. UstuiteT,  Udel . wstTiuiy rain
Failure of output
generated from OR#
I N 2 — : Output value of
OR# is undesirable
FAIL_OR#
Page 3
OUT =IN1 | IN2 : : ; x ; .
Failure at internal If BOOL, check a Check a fault of Check a fault of A value on the output A value on the output
operation for an OR fault of inverter proper FB selection output variable port of OR# is 0 : port of OR#is 1:
function block |insertion/omission at for OR# (incorre |assignment at output OUT(OR#) = 0, OUT(OR#) = 1,
output port of OR# omission, addition port of OR#, if ANY Undesirable! Undesirable!
F_INTO_OR# CF_INVO_OR# CF_PFB_OR# CF_OVN_OR# S0_OG_OR# S1_OG_OR#

O O O

Fail to 0 at IN1 port Fail to 0 at IN2 port Fail to 1 at IN1 port Fail to 1 at IN2 port
of OR# of OR# of OR# of OR#

FO_IN1_OR# FO_IN2_OR# F1_IN1_OR# F1_IN2_OR#
If BOOL, check a Check further from If BOOL, check a Check further from
fault of inverter IN1 of OR# when fault of inverter IN1 of OR# when
insertion/omission at | [IN1(OR#) = 0, this is | | |insertion/omission at |  [IN1(OR#) = 1, this is
IN1 of OR# undesirable. IN1 of OR# undesirable.
CF_INVIN1_OR#| SO_IN1_OR# CF_INVIN1_OR#| S1_IN1_OR#

L] O L]

Fail to 0 at IN2 port | P: 3 Failto 1 at IN2 port | Page 3
ail to ofa0 i por age of OR¥ por ge
FO_IN2_OR# || F1_IN2_OR#
FT Templates for FBD
If BOOL, check a Check further from If BOOL, check a Check further from
fault of inverter IN2 of OR# when fault of inverter IN2 of OR# when
insertion/omission at [IN2(OR#) = 0, this is |insertion/omission at | [IN2(OR#) = 1, this is
IN2 of Of undesirable. IN2 of OR# undesirable.
CF_INVIN2_OR# SO_IN2_OR# CF_INVIN2_OR# S1_IN2_OR#

KNICS I€ 17




For KNICS RPS S/W, various rigorous methods such
as formal specification, formal verification, and SSA
are provided in order to achieve reliable software.

For the SSA, two complementary methods (Software
HAZOP + SFTA) are employed.

Because of a different viewpoint, software HAZOP +
SFTA can obtain some faults that have not been
found from formal V&V.

The rigorous approach for SSA and V&YV activities will
improve S/W quality.

& ° KAERI
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J FBD Modules for BP Software

& ° KAERI

Identification of Interface Points.

NO Module Description
1 Receive_Signal HW/SDL/ICN Receive Module
2 PAT_Scheduler Automatic Test Scheduler
3 Test_Selection Test Selection Module
PZR PR _Hi Trip Pressurizer Hi Pressure Trip
SG1_LVL_Lo RPS Trip SG-1 Low Level Trip
SG1_LVL_Lo ESF Trip SG-1 Low Level Trip for ESF
SG1_LVL_Hi Trip SG-1 Hi Level Trip
SG1 PR Lo Trip SG-1 Low Pressure Trip
CMT_PR_Hi Trip Containment Hi Pressure Trip
CMT_PR_HH Trip Containment Hi-Hi Pressure Trip
SG1_FLW_Lo Trip SG-1 Low Coolant Flow Trip
Trip PZR PR Lo Trip Pressurizer Low Pressure Trip
4 LogiE VA OVR_PWR_Hi Trip Variable Over Power Hi Trip
SG2_LVL_Lo RPS Trip SG-2 Low Level Trip
SG2_LVL_Lo ESF Trip SG-2 Low Level Trip for ESF
SG2_LVL_Hi Trip SG-2 Hi Level Trip
SG2 PR Lo Trip SG-2 Low Pressure Trip
SG2 _FLW Lo Trip SG-2 Low Coolant Flow Trip
LOG_PWR_Hi Trip Log Reactor Power Hi Trip
DNBR_Lo Trip Low DNBR Trip
LPD_Hi Trip Hi LPD Trip
CPC_CWP Trip CPC CWP
5 Test Results_Handler Test Results Handling Module
6 HB_MONITORING Heartbeat Monitoring Module
7 HB Gen Heartbeat Generation Module
8 Ch_Bypass_Send_Receive Channel Bypass Transfer Module
9 Send_Signal HW/SDL/ICN Sending Module

Ep=——.%

> Interface Points between FBD
Modules and Hazards

* Trip modules in no.4
(except CPC_CWP) affect
the hazard item 1 and 2.

= Some S/W in FBD Module
no.1 & 2 affect the hazard
item 1 and 2 through
Trip_Logic (no.4).

= FBD modules of no.5,8, &
9 affect hazard item 3.




Software Fault Tree Analysis (SFTA)

O Analysis Concept of SFTA

> In the SFTA, it is hypothesized that the software has produced
an unsafe output and it is shown that this could not happen
because the hypothesis leads to a contradiction.

> If a path is found through the software and out into the
controlled system or its environment that does not contain a
logical contradiction, SFTA reveals the input conditions
necessary for this hazard to occur.

& ° KAERI
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O SFTA for Variable Over Power High Trip (for Trip_Operation module ONLY)
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Trip Logic Operation Integration

‘ Page 1 rip Logic Operation Integration ‘ Page 2 Trip Logic Operation Integration ‘ Page 3
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Ti#p Logic Operation Integration Page 4 Tiip Logic Operation Integration Page 5 Tiip Logic Operation Integration Page ©
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