
LSA-f...

Towards to Methodical Framework 
for Vulnerability Analysis of Interconnected Infrastructures

Irene Eusgeld, Wolfgang Kröger
ETH Zurich

Laboratory for Safety Analysis (LSA)



2

Motivation

• Requirements: Vulnerability analysis of interconnected 
infrastructures calls for ‘system-of-systems thinking’, suitable 
techniques and problem-oriented approach.

• Available: Many models for analyzing individual critical 
infrastructures

• Missing: Comprehensive framework for modeling and simulation 
of interdependencies
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Goals 
Definition

1. Step: Preparatory phase 

„Problem 
owner“

(Agency)

Scientific
Community

2 Step: Screening Analysis

clear-cut 

not clear-cut 

4 Step: 
R&D work crediblenot credible

5 Step: Identification of potential system improvements

Indications assessment

Results assessment

3 Step: In-depth (focused) Analysis

System 
owner(s)/ 

Operator(s)
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System 
owner(s)/ 

Operator(s)

Goals 
Definition

1. Step: Preparatory phase 
1.1  Task framing and definitions  

• objectives and terms
• threats, failure modes, system boundaries, etc.

1.2  Need and provision of key information  
• system layout, (inter-)dependencies, design requirements, 

operational procedures, factors, etc.  
• data (performance, reliability, experience, etc.) 

1.3  Pre-assessment of permissible simplifications 
1.4  Knowledge base (available methods, rich experience, etc.)

„Problem 
owner“

(Agency)

Scientific
Community
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Threats to Electric Power Supply Infrastructure 
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System 
owner(s)/ 

Operator(s)

2 Step: Screening Analysis
2.1  Development of adequate system understanding 
2.2  Evaluation of statistical data 
2.3  Identification of obvious vulnerabilities  

• bottlenecks, deficits in design, operation, maintenance,  
• emergency procedures, etc.  
• crucial contextual factors 

2.4  Topology-driven analysis of vulnerabilities

„Problem 
owner“

(Agency)

Indications assessment
clear-cut 

not clear-cut 
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Electric Power Supply Infrastructure and its environment, detailed for a 
nuclear power generating unit interacting with ICS

Transmission

Electric Power Generating Unit - nuclear

Physical (electro-mechanical, structural, 
electronical) parts/systems 
-Primary circuit
-Balance-of-plant                                                    
-Safety Systems (cooling, emergency, power)        (1)
-Support systems (water, media, energy)

Plant Control & Reactor Protection System; 
Information and Communication Systems
-Plant control (as-planned operation) incl. operational 
I&C systems and operators
-Reactor protection (on demand) incl.safety I&C system
-In house communication
-Digital equipment
-Accident & Emergency Management

Business & Management
-Trading (next day, contracts)
-Financial resources (day-to-day-investments)
-Management planning (periodic maintenance,        (2)  

spare parts policy )                                          
-Safety culture, human resources                       (2), (3)

Market side 
(wholesale)

Business services

Technical services

Operators / Brokers
-Trading company
- bourse 

Supply side

Open-access Information and 
Communication System (ICS)

I&C = Instrumentation & 
Control

dispatcher

„Infrastructure
Environment“

(1) natural (weather…)

(2) economic and 
commercial (open
market/competition)

(3) governmental and 
socio-political
(tolerability, stability)

(4) legal and regulatory

(5) technical and 
security related

switchboard plant

frequency deviations

(2) Use of open access ICS

(2) Common supplier
(4) Interaction with authorities

(2) Use of open access ICS

(N
o authentification) transformer
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System 
owner(s)/ 

Operator(s)

„Problem 
owner“

(Agency)

Scientific
Community

3 Step: In-depth (focused) Analysis
3.1 Development of detailed understanding of systems
3.2 Re-assessment of permissible simplifications
3.3 Provision and application of detailed M&S techniques, coping

with coupling issues / interfaces
3.4 Scrutinizing of results and accounting for uncertainties 

• benchmarking, “zooming into” results of simulation, etc 
• plausibility and experience check, etc.

4 Step: 
R&D work Indications assessment

credible 

not credible

5 Step: Identification of potential system improvements
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Simplified illustration of events that can result in degradation
of infrastructures and of a few interactions
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Two-layer-approach to model the Electric Power Supply Infrastructure
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Conclusions and outlook

• Framework for the analysis of CI proposed   
• Steps described and illustrated by examples 
• Its applicability and usefulness confirmed
• It needs to be further developed, e.g. 

by external reviews and by envisaged case studies 
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Definitions:

• Vulnerability - degree of loss and damage depending on internal 
characteristics of the element at risk or/and a population’s 
capacity to cope with a disaster, absorb, and recover as a 
measure of their capacity for adaption/capacity of resilience. 

• Risk refers – in general terms – to the possibility (frequency) of 
loss, damage or injury and their extent (impact indicators).
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