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Context

September 215t 2001, explosion of the AZF plant in Toulouse, France,
stressed the need for a completely new process for the assessment of
industrial risks in process plants, the delivery of authorisations to
operate and the definition of land use planning restrictions.

This lead to the voting of a new law in July 2003 and the enactment of a
new regulation in 2005.

It also stressed the need for an improvement of the knowledge of a
variety of actors to improve the quality of:

- risk analysis
- risk management
- risk communication and governance

This knowledge should not only be improved but also better shared
leading to a common safety culture INE‘RIS
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Objectives

In this context INERIS launched several programs aiming at :

- producing and making available the « missing » knowledge
on risk analysis, hazardous phenomena, safety barriers

- improving the capitalisation, management and use of safety
critical knowledge by all the actors

Safety critical knowledge = knowledge which, if lost, may be at
the origin of an accident because it can causes a failure of the
risk management process in one of the life cycle steps of an

hazardous plant
INERIS
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Several steps

1. Formalisation of the expert knowledge : textbooks, guidelines

2. Organisation of the expert knowledge in a large website including
texts, databases and tools, glossary and, above all links between these
elements : PRIMARISK, shared with other actors

3. Building of tools to improve the capitalisation of knowledge of
experts from all types of document they produce - based on an
ontology of industrial safety

4. Extension of these tools for use in industry for the capitalisation of
any safety related document

5. Extension of the tools for the capitalisation of knowledge produced
during risk analysis

6. Creation of tools and methods to capitalise the tacit safety critical

knowledge
INERIS
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Classical knowledge management

Issues

Our goal : produce the tools and methods to facilitate the
various knowledge management processes in a variety of safety

related contexts

Tacit

A

Formalisation

Specific

A

Generalisation

Internalisation
v ' (learning)

Explicit

Contextualisation

v

Generic
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Variety of Actors, variety of situations,
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variety of needs, common set of

concepts

Actors

- Plant operators

- Competent authorities

- Consulting companies

-Workers

- Experts
Concepts :
- Risk
- Safety
-Safety management
-Safety barriers
-Hazardous phenomena
-Hazardous substances
-Hazardous equipment...

Situations :

- Plant design

- Plant operation

- Risk analysis
-Safety management
-Emergency

- Maintenance

- Plant inspection

INERIS
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Risk assessment methodology @ Communication skills E
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Accident databases/learning % g
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Local requirements who does what) %
Records of past events =
S
.
Explicit, plant specific knowledge Tacit (for the participants of the RA),
(formalised in the RA documents) plant specific knowledge

Potential accident causes

Potential accident consequences

Risk level of the plant

Specific safety barriers and rules
Management requirements on safety barriers
Safety critical explicit knowledge

Common vision of the plant and its risks

Sharing of the models (component behaviour)

Sharing of rules, values, procedures and of their utility for safety
Safety critical tacit knowledge
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Ontology as a way to formalise expert
knowledge

An ontology is a tool to:
-ldentify and organise concepts (taxonomy)
- Give definitions and associate terms to concepts

-Describe the relations between concepts (represent the
conceptual and expert models)

-Use the concepts to structure information

-Use the ontology to ease and precise the information search
and retrieval

- Use the ontology to annotate documents (multimedia)

- Create instances of generic concepts to represent the spliNE'RlS
knowledge/information Ut
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Building the ontology
Extracting concepts
from previous formalisation

of knowledge (reference
documents)

Organising the concepts
in hierarchical structure

Defining the relations
between concepts

Defining concept properties
(ability to turn the ontology
Into a versatile database like
information system)

Input/output

Text
Documents
Labeled
documents

__________ > Converter
PDF, DOC,? > TXT
....... v
__________ > INTEX
\ 4
—————————— »  PERL Script (1)
---------- >

PERL Script (2)

.

Choice of relevant
terms by expert

'

Building of hierarchy
and properties by expert

Refining the ontology

Stage

N

él\&-

---------- Finite state graph

---------- List of domain terms
|
1
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Hazardous phenomenon

- Effect
Building the ontolo - Effect distance
g gy -5%lethal
-1%Lethal
- Irreversible
Effect - Damages
_____________ - Location
produces.--=""""" - Equipment
Hazardous phenomenon = __ "
———————————————— Is-a
Thermal Overpressure
Is-a Is-a effec
BLEVE TEX explosion e Sy
------------------- produces
Is-a

Gas explosion ust explosion
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Main concept categories

General

hazard
risk
frequency

consequences

Hazardous phenomena

Events

fire
explosion

toxic release

Critical events
Causes

consequences

Equipment
Storage
Processes
Safety barriers
Active
Passive
Human

Hazardous substances

Gases
Liquids
Solids
Accident
Actors
Activities I N E.RI S
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Some methodological difficulties

Choose the right granularity for the concept hierarchy
- Very dependent on the application
— Conditions the capacity to create instances

e.g.. Is a pump an instance of the equipment class or should it
remain a concept (use : annotation/indexing of generic
knowledge in documents) so that pump n°1 of plant X (use
annotation of plant specific information)

Define the generic relations between concepts that will be
instantiated in specific situations : relations are ways to express
expertise models (eg : representing generic and specific fault
trees as relations between instances of the “events” concept)

INERIS
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First application

Use for information indexing and retreival in the PRIMARISK
web platform

—— 2 ““':..E 1 ( > 4
' Servlet
!! « 6
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Interface | MySQL |

Java

Jena
S
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Server

Ontology
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Other application

Support tool for the capitatlisation of risk assessment
information... and sharing of information between actors

Is composed of

mitigates

Safety barrier | ——  T—0

Scenario /\

\

prevents Critical event
ﬁ&cs
Event

Event

\Causes

Event

Hazardous
phenomena

Is of category

Involves

N

Substance

Is stored in

Equipment

)

Plant

e

Authorization required

Land use regulation

Is subject to

\ Has properties

Hazardous properties

s monitored by
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Ongoing applications

-Use of the ontology to annotate and index thousands of
documents produced by INERIS experts (GEIDE)

-Use of the ontology to annotate accident databases

-Use of the ontology to implement case based reasoning (gas
Sensors)

-Use of the ontology to manage the safety critical knowledge in
hazardous plants

-Use of the same approach in two additional projects

REALEX : sharing knowledge between security experts
for vulnerability analysis and real time response

COREGI : improving the resilience of organisation
through knowledge management INERIS
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Conclusion and perspectives

Research based on the identification of a need for better safety
related knowledge management

Use of the ontology as a support to formalise knowledge and
ease knowledge management

Structure basis for the organisation of risk analysis data and
safety management information among a variety of actors

Some applications already developed

Much more to come ... when we overcome the difficulties.

INERIS



