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BY ORDER OF THE AIR FORCE INSTRUCTION 96-901
SECRETARY OF THE AIR FORCE 1 APRIL 2000

Command Policy

OPERATIONAL RISK MANAGEMENT

COMPLIANCE WITH THIS PUBLICATION IS MANDATORY

NOTICE: This publication is available digitally on the AFDPO WWW site at: httj fpubs hg.af mil.

OPR: HQ AFSC/SEPQ (Mr John D. Phillips)  Certified by: HQ USAF/SEP (Col Robert W. S
Supersedes AFIQ . 1 September 1997 Pag

Distribution: F

This instruction implements AFPD 90-901, Operational Risk Management. Tt establishes the requirement
m integrate and sustain operational risk management (ORM) throughout the Air Force. It assigns respon-

ies for program elements and contains program management information. HQ Air Force staffs.
major commands (MAJCOMs), direct reporting units (DRUs) and field operating agencies (FOAs) are
responsible for establishing and sustaining their respective programs according to the program elements
described in this instruction. It applies to all Air Force personnel and functional areas, including the Air
Force Reserve and Air National Guard. Do not supplement this instruction without prior review by the
Air Force Chief of Safety (AF/SE). Records osition. Maintain and dispose of records created as a

result of processes prescribed in this publication in accordance with AFMAN 37-139_ Records Disposi-
tion Schedule.

Section A—ORM Process Description

1. Definition, Purpose, and Scope. Operational risk management is a decision-making process to sys-
tematically evaluate possible courses of action. identify risks and benefits. and determine the best course
of action for any given situation. ORM enables commanders, functional managers. supervisors, and indi-
viduals to maximize operational capabilities while limiting all dimensions of risk by applying a simple,

tematic process appropriate for all personne] and functions both on- and off-duty. Appropriate use of
ORM increases both an organization’s and individual’s ability to accomplish their mission, whether it is
flying an airplane in combat, loading a truck with supplies, planning a joint service exercise, establishing
a computer network, or driving home at the end of the day. Application of the ORM process ensures more
consistent results, while ORM techniques and tools add rigor to the traditional approach to mission
accomplishment. thereby directly strengthening the Air Force's warfighting posture.

1. Goals:

2.1. Enhance mission effectiveness at all levels, while preserving assets and safeguarding health and
welfare.
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pihe Risk Management Goals

Mazimi
Operational
Capability

Ausﬂ'w Perzonnel & Resourc

Prevent or Mitigate
Losses

Advance or Optimize
Crain

Evaluate And Minimize
Risks

Evaluate And Maximize
(zain

Identifv, Control, & Document
Hazards

Identify, Control, & Document
Opportunities
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I'he 5ix Steps of ORM

1. Identifv
the Hazards

5. Implement Risk
Controls

4. Make
Control

Decisions
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Step One - Identify

ACTIONS FOR STEP 1—IDENTIFY THE HAZARDS

ACTION2

14



Step I'wo - Assess

ACTIONS FOR STEP 2—ASSESS THE RISK

ACTION 1: ACTION 2: ACTION 3: ACTION 4:
ASSESS HAZARD ASSESS HAZARD ASSESS COMPLETE RISK

EXPOSURE SEVERITY PROBABILITY ASSESSMENT

15k = Probability = Consequence

15



Step T'hree - Analyze

ACTIONS FOR STEP 3—ANALYZE CONTROL MEASURES

ACTION 1: ACTION 2: ACTION 3:
IDENTIFY CONTROL OPTION§ DETERMINE CONTROL EFFE CTS - PRIORITIZE RISK CONTROL MEASURES

Step Four = Decide

ACTIONS FOR STEP 4—MAKE CONTROL DECISION

ACTION 1: ACTION 2:

SELECT RISK CONTROLS - MAKE RISK DECISION

16



ACTIONS FOR STEP 5—IMPLEMENT RISK CONTROLS

ACTION 1: - ACTION 2: ACTION 3:
MAKE IMPLEMENTATION CLEAR ESTABLISH ACCOUNTABILITY PROVIDE SUPPORT

STRONGER

User Ownership: Operators are empowered to develop the nisk control

Co-Ownership: Operators share leadership of the risk control development team

Team Member: Operators are active members of the team that developed the risk control
Input: Operators are allowed to comment and have input before the risk control i1s developed
Coordination: Operators are allowed to coordinate on an already developed idea

Comment and Feedback: Operators are given the opportunity to express ideas

Robot: Operators are ordered to apply the risk control WEAKER
' . (] . a a
Sustained consistent behavior STRONGER

On-going personal participation
Accountability actions and follow up
Follow up inquiries by phone & during visits

Verbal support in staff meetings WEAKER
Sign directives




ACTION 1: ACTION 2:
SUPERVISE REVIEW

18
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conducting Flight Test

EAvironment
New/untestediequipment and software
Different missiotl

‘erent training
Vianagement processes
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Londucting Flight Test

Final Safety
Review Phase

Project Changes/
Unusual Test Events

[RTSREPTR AR, SR ———————
H

Test Completion
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onducting Flight Test

Mishap Severity Category

Catestrophic — I Critical — I Marginal — ITI Negligible — IV
Death, System/Facility Loss, Severe Injury, Occupational Minor Injury, Occupational Illness, | Less than Minor Injury,
Severe Environmental Damage Iliness, or Major System/Facility/ ot Minor System/Facility/ Occupational lliness, or System/
Environmental Damage Environmental Damage Facility/Environmental Damage

"ery Likely (A)
Highly expected to occur —
Many significant concerns
even after mitigation applied

Likely (B)
Expected to occur —
Significant concerns remain
after mitigation applied

Less Likely (C)
Not expected but possible —
Some concern exists even
with mitigation applied

NEGLIGIB

Unlikely (D)
Unexpected —
Minor concerns after
mitigation applied
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Very Unlikely (E)
Highly unexpected —
Little or no concern after
mitigation applied




MISHAP
SEVERITY

Catastrophic

Critical

Marginal

Negligible

onducting Flight Test

CATEGORY CONSEQUENCE OF MISHAP

Death, system loss, or severe environmental damage. System loss or equipment
damage exceeding $2.000,000 (e.g. Aircraft Class A Mishap).

Severe injury, severe occupational illness, or major system/facility/
environmental damage. For personnel, severe injury or illness equates to
lengthy hospital stays and/or permanent injury. Major system/facility/
environmental damage equates to equipment or property damage loss exceeding
$500,000 but less than $2,000,000 (e.g. Aircraft Class B Mishap).

Minor injury, occupational illness, or minor system/ facility/ environmental
damage. For personnel, minor injury or illness requires medical treatment
resulting in lost work days but no permanent injury. Minor damage equates to
losses exceeding $50,000 but less than $500,000 (e.g. Aircraft Class C Mishap).
Less than minor injury or system damage. For personnel, the impact of the
mjury or illness equates to no work days lost. For equipment or facilities, less
than minor damage equates to losses less than $30,000.

PROBABILITY
DESCRIPTORS

Very Likely

Likely

ess Likely
Unlikely
Very Unlikely

LEVEL DESCRIPTION

Highly expected to occur - Many significant concerns even after mitigation
applied

Expected - Significant concerns remain even after mitigation applied

Not expected but possible — Some concern exists even with mitigation applied
Unexpected - Minor concerns after mitigation applied

Highly unexpected — Little or no concern after mitigation applied

25



165ts Done Right and Wrong
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http://www.youtube.com/watch?v=7ZmoVXW-l2M
http://www.youtube.com/watch?v=7ZmoVXW-l2M
http://www.youtube.com/watch?v=7ZmoVXW-l2M
http://www.youtube.com/watch?v=7ZmoVXW-l2M
http://www.youtube.com/watch?v=7ZmoVXW-l2M
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http://www.youtube.com/watch?v=NpGwst3VQiM
http://www.youtube.com/watch?v=NpGwst3VQiM
http://www.youtube.com/watch?v=NpGwst3VQiM
http://www.youtube.com/watch?v=NpGwst3VQiM
http://www.youtube.com/watch?v=VZUwKX3_uE4&feature=plcp
http://www.youtube.com/watch?v=VZUwKX3_uE4&feature=plcp

yienaging Space Launch Services
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Different media
Different mission
Different machine

kesponse
~ « Different approach to risk
- Different management oversight
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WVianaging Space Launch Services

Risk Management Process:
Key Activities

HowAre Things Going?
|¢..:;k.a « Communxate nsks to al
— affected parte s
Risk Tracking I [chaimg2ie] « Monitor risk plans

Risk * Review regular status

at
. Proposed changes Analysis updates
- Staffing

- Process : Risk

: * Likelihood
- Supplier . Poss Planni ‘
» Transttion to production Possible .

checkists N How Can You Reduce Mitigation Planl

» Test failures i g:t;gones the Risk? Implementation

* Expectation Shortfalls - Schedule « Avoxd by elimnating the risk

* Failure To Perf . .
: N:gua';ve‘:re: d:"“ - Technical cause and/or consequence S oot o e

R « Identify the risk level * Control the cause or Plan Be Implemented?
A using a Risk Reporting ©onsequence » Determine what planning,
more » Transfer the nsk :
Matrix . budget, and requirements
;omo:‘:\rs:n?v ;': nd changes are needed
” ) + Review with management
and the customer
* Incorporate the changes
* Implement the plan




Mlanaging Space Launch Services

Likelihood

2 3 4

Consequence
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Anaging Space Launch Services
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Vlanaging Space Launch Services
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Minimal or no consequence to technical
performance

Minimal or no impact

Minimal or no
impact

Miner reduction in technical performance or
supportability, can be tolerated with little or no
impact on program

Able to meet key dates.

Slip < _*_month(s)

Budget increase or
umt production cost
increases.

<2* (1% of
Budget)

Moderate reduction in technical performance or
supportability with limited impact on program
objectives

Minor schedule ship. Able
to meet key milestones
with no schedule float.

Slip <_*_ month(s)
Sub-system slip = _*_

month(s) plus available
float.

Budget increase or
unit production cost
increase

< ** (5% of
Budget)

Significant degradation in technical performance or
major shortfall in supportability; may jeopardize
program success

Program critical path
affected.

Slip < _* maonths

Budget increase or
umt production cost
increase

< _** (10% of
Budget)

Severe degradation in technical performance;
Cannot meet KPP or key technical/supportability
threshold; will jeopardize program success

Cannot meet key program
milestones.

Slip = * months

Exceeds APB
threshold

= _** (10% of
Budget)




1on Threads
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oVI's Influence Approach




Iterative Methodology

More detail

1. Identify
the Hazards

4. Make
Control
Decisions

Risk Management Process:
Key Activities

» Communicate nsks to all

‘ 3 affected parties
Risk Tracking * Monitor risk plans

* Review regular status
What Can Go Wrong? ates
« Proposed changes .
- Staffing

MO].‘e Flexability 0 s HowBig Is the Risk?

* Likelihood
- Supplier
« Transtion to production * Possible

consequences
s agows Howcan vuu Rt
* Expectation Shortfalis : gf,f:du,e « Avoid by eliminating the risk

« Failure To Perform
- Technical cause and/or consequence How Can the Mitiqati
*N « Cont owCant gation
5 1s§3::v:s: g 5 'd"”fy’;;’: ;d‘ level oonseq,:le‘nt; bl Plan Be Implemented?
«_.And more ::a't‘rgua isk Reporting - Transfor the risk « Determine what planning,
* Assume the nisk level and

continue on current plan

budget, and requirements
changes are needed

* Review with management
and the customer

* Incorporate the changes
* Implement the plan
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Very Likely (A)
Highly expected to occur —
Many significant concerns
even after nutigation applied

Likely (B)
Expected to occur —
Significant concerns remain
after mitigation applied

Less Likely (C)
Not expected but possible —
Some concern exists even
with mitigation applied

Very Unlikely (E)
Highly unexpected —
Little or no concern after
mitigation applied

Use of Matrices

Catestrophic — I
Death, System/Facility Loss,
Severe Environmental Damage

e.g Class A Mishap

Mishap Severity Category

Critical - I1 Marginal — III Negligible - IV
Severe Injury. Occupational Mmor Injury, Occupational Illness, | Less than Minor Injury,
Illness. or Major System/Facility/ or Minor System/Facility’ Occupational Illness, or System/
Environmental Damage Environmental Damage Facility/Environmental Damage
g Class B Mishap e.g. Class C Mishap it
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Management Participation

1 H i
| TestExecution

N el e ol ['ormal & process oriented

' Test Completion

fmal & people oriented

°. -
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