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• Turn SFT into propositional logic formula 
• Encode as a binary decision diagram 
• Calculate minimal cut sets, MTTF, reliability and sensitivity using BDDs
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For computing MCS, Storm-DFT is faster than both XFTA and SCRAM for large SFTs 

all run times in seconds 
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Storm-DFT is slower than XFTA for one time point, but significantly faster for multiple time points

Single time point Multiple (1,000) time points
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• Their simplicity 
• simple to comprehend and analyse 
• too simple to model realistic scenarios 

• Lack of common dependability patterns 
• spare management 
• functional dependencies (e.g., common-cause failures) 
• redundancies 

• Static behaviour 
• no temporal orderings of faults 
• top-level event only depends on set of failed events

Many variants:  
state-event fault trees, boolean-logic driven Markov processes,  
SD fault trees, PANDORA fault trees, Dugan’s dynamic fault trees 
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Zoom

Virtual 

Software Internet Laptop

Teams WebEx Wifi Mobile

Plug Battery

Hard disk Power



IOSH Hong Kong 2022 Webinar

A Sample Dynamic Fault Tree

JP Katoen & F Sher 

15



IOSH Hong Kong 2022 Webinar

A Sample Dynamic Fault Tree

JP Katoen & F Sher 

16



IOSH Hong Kong 2022 Webinar

A Sample Dynamic Fault Tree

JP Katoen & F Sher 

17



IOSH Hong Kong 2022 Webinar

A Sample Dynamic Fault Tree

JP Katoen & F Sher 

18



IOSH Hong Kong 2022 Webinar

Myths About Dynamic Fault Trees

JP Katoen & F Sher 

19

These are all myths. Scalable and fully automated DFT analysis is possible. 
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https://www.stormchecker.org
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Fictitious system DFT

„[The example was created to] make the 
corresponding Markov chain of this tree 
drastically large and practically impossible 
to solve without resorting to simplifying 
assumptions and/or approximations“ 
[Boudali & Dugan 2005]

Naive state-space generation 
◦ 66,001 states 

◦ Analysis in 1.073 seconds

Exact result

Optimised state-space generation 
◦ 514 states 

◦ Analysis in 0.015 seconds
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◦ Don’t Care [Bouissou, Bon, 2003] for BDMP, [Yevkin, 2016] 

▫ exact status of element is irrelevant for further analysis 

▫ Example: fail-safe, completely failed, etc. 

◦ Symmetries [Bobbio, Codetta-Raiteri, 2004] 

▫ present through redundancies 

▫ merge states which are symmetric 

◦ Modularisation [Gulati, Dugan, 1997] 
▫ analyse sub-parts independently, adapted also to MTTF 

◦ Eliminate spurious non-determinism 
◦ Rewrite (simplify) DFTs before analysis [Junges et al., 2017] 

◦ Partial state-space generation [Volk et al., 2018]

All these techniques were revised, improved and combined. 
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✓ Public FFORT benchmark suite 

✓ Unreliability and MTTF 

✓ 369 benchmarks 

✓ Comparison to  

✓ DFTRes (2020, simulation) 

✓ DFTCalc (2013, compositional) 

✓ 2.1 GHz, 16 GB RAM 

✓ Error bound: 10-4

Storm solves more benchmarks in 1 second than others in 1 hour 
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 [Basgöze et al., NASA FM 2022]

analyse optimised 
state-space obtain BDD
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Storm-DFT outperforms Markov chain analysis and modularisation 

after modularisation

all run times in seconds 

 [Basgöze et al., NASA FM 2022]
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 [Weik et al., STTT 2022]
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train path must be set to run train 
field elements must be operational and in correct position

 [Weik et al., STTT 2022]
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automatically  
generated 

automatically  
generated 
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Criticality of Mönchengladbach Hbf
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Birnbaum importance index for switch branches 
Mönchengladbach Hbf

 [Weik et al., STTT 2022]
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 [Ghadhab et al., RESS 2019]
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Software

Hardware
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Sensitivity System integrity 
after degradation

 [Ghadhab et al., RESS 2019]
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NPPS Benchmark

• Nuclear Reactor managed by EDF – largest energy provider in France 
• EDF challenged world reliability community to:

◦ Faithfully model  “Emergency Power Supply” and verify metrics like reliability, MTTF, etc.
• It is a highly complex and safety-critical system

◦ Multiple power sources (high redundancy)
◦ Large difference between failure rates of components 
◦ Components may fail:

▪ Due to common cause failures (CCF)
▪ While providing some functionality, e.g., generators fail while operating

▪ When they are demanded for some service (on-demand failure)
◦ Circular dependencies of components

◦ Multi-directional interactions of components

 [Bouissou, MARS 2017]
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 [Bouissou, MARS 2017]

busbar busbar

turbine 
generator

diesel 
generator busbar

redundant power sources

transformertransformer

reconfiguration
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DFT Model of NPPS  [Khan et al., PRDC 2019]

200 elements of which 25% are dynamic gates
BEs:	107
Sta,c	gates:
• AND:	2	
• OR:	36	

Dynamic	gates:
• PAND:	5	
• SPARE:	8	
• PDEP/FDEP:	40	
• SEQ:	2

cannot be adequately modelled by static fault trees
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Storm Evaluation Results

Using analysis by partial-state space generation
precision

 [Khan et al., DSN 2021]
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What About Simulation?

model checking provides better precision than simulation 



IOSH Hong Kong 2022 WebinarJP Katoen & F Sher 

49

Reliability: Simulation vs. Storm
simulation
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Precision

repairable models

probabilistic model checking: 
provides better precision than simulation 

supports metrics beyond standard reliability, availability, MTTF 

YAMS: 
107 simulations

Storm: 
precision 10-3

 [Khan et al., NASA FM 2021]
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• Slim state-space generation +
• Efficient Markov chain model checking

• Analysis of the largest dynamic fault trees ever

• Metrics beyond standard reliability measures

• Full automation: Storm-DFT 

• Validated by various industrial case studies

What?

How?

 https://www.stormchecker.org

No myths.

Try it out

http://stormchecker.org
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䚔 :HE�EDVHG�JUDSKLFDO�LQWHUIDFH��GUDJ�	�GURS��VLPXODWLRQ��H[SHULPHQWDWLRQ

䚔 $OJRULWKPV�XVHG�LQ�SURMHFWV�ZLWK�%0:��*HUPDQ�5DLOZD\��(')���OHFWULFLW«�GH�)UDQFH�
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䚔 3UREDELOLW\�WKDW�D�V\VWHP�ZLOO�IDLO�ZLWKLQ�D�JLYHQ�WLPH�SHULRG�å�UHOLDELOLW\

䚔 3UREDELOLW\�WKDW�D�V\VWHP�LV�IXOO\�IXQFWLRQDO��QR�UHGXQGDQW�FRPS��IDLOXUH��ZLWKLQ�D�

JLYHQ�WLPH�SHULRG�å�IXOO�IXQFWLRQDO�DYDLODELOLW\

䚔 3UREDELOLW\�WKDW�D�V\VWHP�ZLOO�IDLO�ZLWKLQ�D�JLYHQ�WLPH�SHULRG�EHIRUH�DQ\�RI�LWV�

UHGXQGDQW�FRPSRQHQW�IDLOV�å�IDLOXUH�ZLWKRXW�GHJUDGDWLRQ

䚔 7KH�H[SHFWHG�WLPH�D�V\VWHP�WDNHV�WR�IDLO�ZKHQ�LW�RSHUDWHV�ZLWK�D�OLPLWHG�

IXQFWLRQDOLW\��GXH�WR�H�J��D�UHGXQGDQW�FRPSRQHQW�IDLOXUH��å�PHDQ�WLPH�IURP�

GHJUDGDWLRQ�WR�IDLOXUH

䚔 7KH�FULWLFDOLW\�RI�D�GHJUDGHG�VWDWH��LQ�WHUPV�RI�WKH�SUREDELOLW\�WKDW�WKH�V\VWHP�IDLOV�

ZLWKLQ�H�J��D�W\SLFDO�GULYH�F\FOH�RI�RQH�KRXU�ZKLOH�EHLQJ�GHJUDGHG�DOUHDG\

䚔 7KH�HIIHFW�RQ�WKH�RYHUDOO�V\VWHP�UHOLDELOLW\�ZKHQ�LPSRVLQJ�OLPLWV�RQ�WKH�WLPH�D�

V\VWHP�UHPDLQV�RSHUDWLRQDO�LQ�D�GHJUDGHG�VWDWH

䚔 ,GHQWLĆFDWLRQ�RI�FULWLFDO�FRPSRQHQWV��ZLWK�KLJK�IDLOXUH�SUREDELOLW\��ZLWKLQ�D�JLYHQ�

WLPH��DQG

䚔 0DQ\�PRUH�&6�/RJLF�VSHFLĆHG�PHDVXUHV
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ZZZ�GJEWHN�FRP

9HULILDEOH�4XDQWLWDWLYH�0HDVXUHV

86$������&UHVFHQW�$YH�
:\FNRIIb�1-b�����
�����������������

'U��)DODN�6KHU
3K�'��5:7+�$DFKHQ�8QLYHUVLW\���*HUPDQ\
)RUPDO�0HWKRGV�([SHUW
&(2�'*%�7HFKQRORJLHV�//&
FKIDODN#GJEWHN�FRP

3URI��'U��,U��'U��K��F��-RRVW�3LHWHU�.DWRHQ
+HDG�RI�PRGHOLQJ�DQG�YHULĆFDWLRQ�JURXS�
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7RROFKDLQ�IRU�*HQHUDWLRQ�	�$QDO\VLV�RI�')7V�IURP�6\V0/����
ZZZ�GJEWHN�FRP
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6WRUP��$�0DUNRY�$QDO\VLV�WRRO�EDVHG�RQ�PRGHO�FKHFNLQJ�
ZZZ�GJEWHN�FRP

,W�LV�IDVW��RIWHQ�WKH�IDVWHVW

êRYHUDOO��WKH�6WRUP�GRPLQDWHV�WKH�FRPSHWLWLRQë�>4&RPS�����@

,W�VXSSRUWV�PXOWLSOH�LQSXW�ODQJXDJHV

Ɣ -$1,��

ż ,QWHUPHGLDWH�ODQJXDJH�IRU�PDQ\�SUREDELOLVWLF�PRGHO�FKHFNHUV

Ɣ *HQHUDOL]HG�6WRFKDVWLF�3HWUL�1HWV��*631V��

ż 3HWUL�QHWV�ZLWK�êH[SRQHQWLDOë�DQG�êLPPHGLDWHë�WUDQVLWLRQV

ż 6WRUP�VXSSRUWV�&RQIXVHG�*631V
ż 3URPLQHQW�LQ�SHUIRUPDQFH�DQG�GHSHQGDELOLW\�DQDO\VLV

Ɣ '\QDPLF�)DXOW�7UHHV��')7V��

ż 'XJDQèV�')7V�ZLWK�S�)'(3V�DQG�êQHVWHGë�63$5(V��HWF��
ż 7DLORUHG�VWDWH�VSDFH�JHQHUDWLRQ�DQG�UHGXFWLRQ�WHFKQLTXHV

ż 3URPLQHQW�LQ�UHOLDELOLW\�HQJLQHHULQJ

,W�LV�PRGXODU

Ɣ HDV\�H[FKDQJH�RI�VROYHUV�DQG�V\PEROLF�HQJLQHV

Ɣ HQDEOHV�UDSLG�SURWRW\SLQJ��YLD�3\WKRQ�$3,V

,W�KDV�ZHE�EDVHG�JUDSKLFDO�LQWHUIDFH��*8,�

Ɣ GUDJ�	�GURS�HGLWRUV�IRU�0DUNRY�DXWRPDWD��')7�DQG�*631

Ɣ DXWRPDWLF�WUDQVODWLRQ�WR�LQWHUPHGLDWH�-$1,�ODQJXDJH��HWF�
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䖩�,%15�3UHGLFWLRQ��$,�0/�
�:LVHPDQ�,QQRYDWLRQV��86$��KWWSV���ZLVHPDQLQQRYDWLRQV�FRP�

3UHGLFW� WKH� WRWDO� FRVW� LQFXUUHG� LQ� D� PRQWK� E\� DQ�

$FFRXQWDEOH�&DUH�2UJDQL]DWLRQ� �$&2�� LQ� WKH�86$�XVLQJ�

SDUWLDO� DYDLODEOH� FODLPV� LQIRUPDWLRQ� XVLQJ� WLPH�

IRUHFDVWLQJ�DOJRULWKPV�OLNH�/670

䖩�7H[WXDO�'DWD�$QDO\WLFV��$,�0/�1/3�
�*UXQHQWKDO��*HUPDQ\��KWWSV���ZZZ�JUXQHQWKDO�GH�

7UDQVIRUPHG�GDWD�LQWR�0\64/�DQG�DSSO\�PXOWLSOH�$,�0/�

PRGHOV� OLNH�5HJUHVVLRQ��&OXVWHULQJ��6XPPDUL]H�7H[W�DQG�

:RUG�9HF� IRU� TXDQWLWDWLYH� DQG� TXDOLWDWLYH� DQDO\VLV� RQ�

SKDUPDFHXWLFDO� GDWD� WR� EHWWHU� XQGHUVWDQG� WKH� QHHGV� RI�

WDUJHWV�

䖩�6\VP/�WR�')7�7UDQVODWRU�)RUPDO�
�5REHUW�%RVFK���*HUPDQ\��KWWSV���ZZZ�ERVFK�GH�

%XLOG�D�WRROFKDLQ�WR�DXWRPDWH�PRGHO�EDVHG�ULVN�

DVVHVVPHQW��0%5$��LQ�SDUDOOHO�ZLWK�PRGHO�EDVHG�

V\VWHPV�HQJLQHHULQJ��0%6(��XVLQJ�6\VWHP�0RGHOLQJ�

/DQJXDJH�6\V0/�

䖩�&ORXG�EDVHG�%LJ�'DWD�,QIUDVWUXFWXUH��$,�0/�%LJ�'DWD�
�,QWHJ�&RQVXOWLQJ���86$��KWWSV���ZZZ�LQWHJFRQVXOWLQJ�FRP��

䖩�&UHDWHG�D�VFDODEOH�DUFKLWHFWXUH�XVLQJ�UHVWIXO�)$67$3,�VHUYHU�

DQG�6SDUN�WR�SHUIRUP�G\QDPLF�(7/�RQ�ELJ�GDWD�ZRUNORDGV�

䖩�'HYHORSHG�DQ�HQG�WR�HQG�$,�0/�SLSHOLQH�ZKLFK�LQFOXGHV�GDWD�

SUHSURFHVVLQJ��PRGHO� WUDLQLQJ��GHSOR\PHQW�DQG� LQIHUHQFH�XVLQJ�

$:6� 6DJH0DNHU�� 8VHG� 6DJH0DNHU� EXLOWLQ� DOJRULWKPV� OLNH�

;*ERRVW� IRU� UHJUHVVLRQ�� ELQDU\� DQG� PXOWL�FODVV� FODVVLĆFDWLRQ��

5&)�IRU�DQRPDO\�GHWHFWLRQ�DQG�PRUH�

䖩� 'HYHORSLQJ� DQ� $,�0/� LQIUDVWUXFWXUH� XVLQJ� 6SDUN� DQG� $:6�

VHUYLFHV�OLNH�/DPEGD��6DJH0DNHU��6���(&5��(05��*OXH�DQG�PRUH��

䖩�6NLOOV��$SDFKH�.DIND��$PD]RQ�:HE�6HUYLFHV��$:6���0DFKLQH�
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